
Divisão da Sociedade da Informação
24/3/2015

Resposta ao Ofício nº 259/2015/GAB-SAL-MJ (Processo nº 08027.000032/2015-11)

Informações recebidas de Embaixadas do Brasil no exterior

ARÁBIA SAUDITA

Com o objetivo de subsidiar  os  processos  de consulta  pública relacionados ao uso e  à
gestão da Internet no Brasil, transmito a seguir respostas para as perguntas elaboradas pelo
Ministério da Justiça. Tais respostas foram obtidas junto ao Ministério do Interior da Arábia
Saudita.

I- Há regulamentação acerca do uso da Internet?

Sim. Os detalhes podem ser obtidos na Resolução do Conselho de Ministros, de 12 de
fevereiro de 2001.

- Há previsão de garantia da neutralidade de rede?

Sim, existe previsão legal de garantia de neutralidade.

- São previstas exceções ao princípio da neutralidade? Quais?

Sim.  Os  detalhes  estão  refletidos  no  documento  “General  Information  on  Filtering
Services”.

- O provimento de acesso gratuito a determinadas aplicações é visto como violação da
neutralidade?

Não há informações.

II- Há legislação disciplinando a coleta, a guarda, o armazenamento e o tratamento de
dados pessoais?

Sim. Tais documentos legais são o “Regulatory Framework for Telecomunications Market
Definition and Dominance” e o “Public Consultation Document on Regulatory Policies for
Licensing of Fixed and Mobile Services in the Kingdom of Saudi Arabia”.

- De que maneira os provedores de conexão e de aplicações de Internet comprovam o
cumprimento dessa legislação?

Por meio de monitoramento das atividades de controle.

- De que maneira são apuradas as violações a essas regras?



Via software de análise de padrões.

III. Há previsão de dever de guarda de registros de acesso a aplicações de Internet e
de registros de conexão?

Sim.

- Quem tem o dever de guardar cada um desses registros?

Empresas de telecomunicações e o governo saudita.

-  De que maneira é disciplinado o dever de guarda de registros de aplicação e de
registros de conexão?

Todos os dados são guardados por um ano.

IV. Qual a relação, nesse país, entre a proteção do consumidor e a proteção de dados
pessoais? A proteção dos dados e da privacidade do consumidor é realizada através de
leis  e  instituições  de  proteção  ao  consumidor  ou  exclusivamente  pela  legislação
referente à proteção de dados?

Não  há  legislação  específica  para  a  proteção  de  dados  na  Arábia  Saudita.  As  cortes
interpretam as violações de privacidade de dados sob os princípios gerais da Sharia, a lei
islâmica,  que  expressa  termos  gerais  sobre  o  tema.  Para  maiores  detalhes,  vide  artigo
intitulado "Data Protection in the Kingdom of Saudi Arabia: A Primer".

V. O país possui um órgão administrativo cuja competência abrange diretamente a
aplicação  de  normas  de  proteção  de  dados  pessoais?  (Em  caso  positivo,  seria
interessante obter dados disponíveis a respeito de sua estrutura, recursos humanos,
orçamento e eventual vinculação institucional a outros órgãos de governo.)

Não há instituição para a aplicação de normas de proteção de dados pessoais.



ANEXO 2 do Tel 170 de Brasemb Riade. RESPOSTA À CIRCTEL 97248 

General Information on Filtering Service
AUGUST 16, 2011

Have you ever tried to request to a certain website, but instead of it you have found yourself presented 

with a page that says that the website is blocked? This message is a direct result of content filtering used 

in KSA.

Filtering Service in Saudi Arabia

The filtering service started with the introduction of Internet in the Kingdom of Saudi 

Arabia, after the Council of Ministers Resolution No. 163 date 24.10.1417 H, which as-

signed providing the Internet services in the Kingdom to King Abdulaziz City for Sci-

ence and Technology, represented by Internet Services Unit. In addition, among the re-

sponsibilities of the Internet Services Unit was  implementing  the required Internet con-

tent filtering for International Internet traffic, as all connections to the Internet pass 

through the servers of the Internet Services Unit.

A Permanent Committee headed by the Ministry of Interior and includes representatives

from the concerned ministries and entities was formed to develop the filtering policies 

and to take the blocking/unblocking decisions.

In 1425 H the Internet filtering service was transferred to the   Communications and In-

formation Technology Commission (CITC) as an implementation of the Council of 

Ministers Resolution No. 229 date 13.08.1425 H, and since that date, the CITC has un-

dertaken the responsibilities of developing Internet Filtering measures and requirements,

and started to provide the blocked sites daily database to data service providers, who 

provide the filtering technical solutions, in accordance with CITC requirements and 

policies.

Types of filtered materials

As per At the Council of Ministers Resolution No. 163 date 10.24.1417 H, the blocking 

is made for the websites and materials that are incompatible with Islamic religion and 

national regulations, and in compliance with the permanent security committee guide-

lines. The Commission assigned the task of directly blocking websites that promote 

https://correio.itamaraty.gov.br/owa/redir.aspx?C=f-VFzypC0kGMdO-QaECG01_RPylMM9II9yB0YLKiK-P_zg9QPHHbeF_xw-HNACkgsApgLPK8k5M.&URL=http%3A%2F%2Fwww.kacst.edu.sa%2F
https://correio.itamaraty.gov.br/owa/redir.aspx?C=f-VFzypC0kGMdO-QaECG01_RPylMM9II9yB0YLKiK-P_zg9QPHHbeF_xw-HNACkgsApgLPK8k5M.&URL=http%3A%2F%2Fwww.kacst.edu.sa%2F
https://correio.itamaraty.gov.br/owa/redir.aspx?C=f-VFzypC0kGMdO-QaECG01_RPylMM9II9yB0YLKiK-P_zg9QPHHbeF_xw-HNACkgsApgLPK8k5M.&URL=http%3A%2F%2Fcitc.gov.sa%2F
https://correio.itamaraty.gov.br/owa/redir.aspx?C=f-VFzypC0kGMdO-QaECG01_RPylMM9II9yB0YLKiK-P_zg9QPHHbeF_xw-HNACkgsApgLPK8k5M.&URL=http%3A%2F%2Fcitc.gov.sa%2F
https://correio.itamaraty.gov.br/owa/redir.aspx?C=f-VFzypC0kGMdO-QaECG01_RPylMM9II9yB0YLKiK-P_zg9QPHHbeF_xw-HNACkgsApgLPK8k5M.&URL=http%3A%2F%2Fwww.kacst.edu.sa%2Far%2Fdepts%2Fisu%2FPages%2FHome.aspx


pornography and provides a means of circumvention without having to refer to the 

Committee.

Filtering Mechanism

The filtering process is conducted through 2 lists one commercial and other local as fol-

lowings:

·         Commercial List

CITC has contracted with an International Company specialized in sites classification, 

to provide the commercial list, which includes more than 90 different classifications/cat-

egories. The blocking is made for the for pornography, gambling and drugs ratings. The 

list is updated by the company on a daily basis. In addition there is a continuous com-

munication between CITC and the company to avoid any error in rating classification.

·         Local List

The local list is prepared by CITC through the addition of sites that are recommended 

by public users, after reviewing and ensuring, that such sites contains illegal material. 

The URLs added to local list rated sites can be classified according to the content as 

following:

 Pornographic sites, which represent 92.80% of the local list.

 Sites that used to bypass filtering systems, which represent 4.43% of the local list.

 Other sites (such as: gambling, drugs, …) which represents 2.77% of the local list.

All requests are received from public users through the blocking/unblocking special 

forms. A ticket is opened for each request. URLs will be added only after being re-

viewed by CITC . The sites that fall under the CITC responsibilities (pornographic sites,

sites that provide the means to bypass the filtration systems) are added directly to local 

list, all other requests are submitted to the committee for study and decision.

Internet and Filtering Service Infrastructure

Previously, all international Internet traffic from all Internet users has to pass through 

the Internet Service Unit at KASCT Access Point, as illustrated in next figure .

With the growth of Internet use in the Kingdom, and the increasing volume of data han-

dled by the Internet, and in compliance of the ICT market liberalization, the infrastruc-

ture hierarchy has been developed and new data provision licenses issued, and that was 

synchronized with conjunction with the transfer oversight functions to CITC.



The new structure allows greater flexibility in the presence of more than one Interna-

tional Access Point to the Internet, In addition provides a more competitive environment

that contributes to raising the service and quality level, and thus resulted in entry of a 

number of Internet Service Providers. The new Infrastructure is illustrated in next Fig-

ure .

Thus, technical roles are distributed between Internet Service Providers, Data Service 

Providers, and CITC.

The Communication and Information Technology Commission provides filtering lists 

(URLs). The DSPs  provide filtering infrastructure in accordance with CITC require-

ments and policies and they download filtering and access lists on a daily basis on the 

available filtering systems. The CITC monitors DSPs filtration equipment and ensures 

their updates on a daily basis and their commitment to CITC policies and technical con-

trols issued.

…………………………………………………………………………………..

Encrypted Communication is not allowed 

Ex. BlackBerry 

A ban on the use of Blackberry phones to send and receive messages is being rolled
out in Saudi Arabia, users say.

State-owned phone operator Saudi Telecom has blocked text, e-mail, web surfing and 
instant messenger functions, users in the kingdom have told the BBC. The country is 
one of a number concerned that such communications are encrypted and cannot be mon-
itored. They argue this hinders efforts to fight terrorism and criminal activity.
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1. INTRODUCTION 

1.1 The Telecommunications Act (the “Act”) states that the telecommunications sector shall be 

regulated, among other things, to promote and encourage the objective of fair competition in 

all fields of telecommunications. 

1.2 The Act also states that the Telecommunications Bylaw (the “Bylaw”) shall establish 

“dominant service providers’ obligations and the rules by which a dominant service 

provider’s activity is considered an abuse”. 

1.3 The Bylaw states that the Communications and Information Technology Commission (the 

“CITC”) shall perform, among other things, the following functions and duties: 

1.3.1 issue a decision designating dominant service providers in relevant markets in the 

Kingdom of Saudi Arabia (the “KSA”); 

1.3.2 determine which service providers are dominant service providers in a 

telecommunications market for interconnection; 

1.3.3 regulate prices for interconnection and access services by dominant service 

providers in a telecommunications market for interconnection, if considered 

appropriate by the CITC; and 

1.3.4 ensure that dominant service providers publish Reference Interconnection Offers 

in accordance with the Bylaw and the Interconnection Guidelines. 

1.4 The Bylaw also establishes provisions regarding the designation of dominant service 

providers, as well as regarding the following ex-ante remedies applicable to dominant service 

providers: 

1.4.1 interconnection offers; 

1.4.2 the regulation of interconnection charges;  

1.4.3 the preparation and publication of reference interconnection offers; 

1.4.4 reporting and publication requirements regarding interconnection agreements; 

1.4.5 tariff filing and approval requirements; 

1.4.6 cost study preparation requirements; 

1.4.7 price cap regulation; 

1.4.8 user information obligations; 
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1.4.9 terms of service obligations; 

1.4.10 billing rules; and 

1.4.11 quality of service obligations. 

1.5 Pursuant to paragraphs 29(b) and 36(b) of the Bylaw, it is the CITC’s duty to establish an 

open and transparent regulatory framework that minimizes regulatory and other barriers to 

entry into telecommunications markets, including with respect to interconnection and access. 

1.6 This “Regulatory Framework for Telecommunications Market Definition and Dominance” 

(the “Regulatory Framework”) addresses specific issues related to the following: 

1.6.1 the procedure for the preparation of market analysis reports and the issuance of 

designation decisions; 

1.6.2 the definition of relevant telecommunications markets; 

1.6.3 the criteria for the determination of dominance within such relevant markets; and 

1.6.4 guidelines for the imposition of ex-ante remedies applicable in the event of a 

finding of dominance within one or several relevant markets. 

2. DEFINITIONS AND DESCRIPTIONS 

2.1 The words and expressions defined in the Act and the Bylaw shall have the same meaning 

when used in this Regulatory Framework, unless context requires otherwise. The following 

words and expressions shall have the meaning assigned to them below. 

2.2 “Customer” also means “subscriber” or “user” as context may require. 

2.3 “Designation decision” means a decision issued by the CITC, based on the final conclusions 

of a market analysis report, in which the CITC specifies the relevant market or markets under 

consideration, indicates the CITC’s assessment of whether or not each of one or more 

telecommunications service providers is a dominant service provider in such relevant market 

or markets and, in the event of a finding of market dominance, stipulates the remedy or 

remedies, if any. 

2.4 “Dominant service provider” means a telecommunications service provider designated as a 

dominant service provider by the CITC in a designation decision, pursuant to a consideration 

of the circumstances and criteria set forth in section  4.3. 

2.5 “Market analysis report” means a report prepared by the CITC pursuant to section  4.1, in 

which the CITC specifies, for the purpose of public consultation, the relevant market or 

markets under consideration, indicates the CITC’s assessment of whether or not each of one 

or more telecommunications service providers is a dominant service provider in such 
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relevant market or markets and, in the event of a finding of market dominance, stipulates the 

remedy or remedies that the CITC intends to apply under the circumstances, if any. 

2.6 “Relevant market” comprises all those telecommunications network services, offered 

within a delimited geographic area, that are regarded as substitutable by reason of the 

services’ characteristics, their price and their intended use, as such relevant market is 

designated by the CITC in a designation decision, pursuant to a consideration of the 

circumstances and criteria set forth in section  4.2. 

2.7 “Remedies” means the specific measures imposed by the CITC on a dominant service 

provider to counter, control or neutralise the impact of market dominance, as set forth in 

section  4.4. This Regulatory Framework treats only ex-ante remedies (remedies applied in 

advance to dominant service providers in order to prevent abuses of dominant position and 

other anti-competitive behaviour and to protect customers) rather than ex-post competition 

controls (applied “after the fact” in response to specific anti-competitive behaviour). 

3. CONSIDERATIONS 

3.1 The CITC issued Decision No. 1/1423, dated 23/06/1423H, which designates the Saudi 

Telecommunications Company as a dominant service provider in all telecommunications 

markets in the KSA. 

3.2 Since the coming into force of the Act and the Bylaw and since the issuance of Decision No. 

1/1423: 

3.2.1 new service providers have entered or are about to enter the telecommunications 

sector in most market segments, including VSAT, data services, Internet services, 

mobile cellular services and fixed services; 

3.2.2 the Competition Law has come into legal effect and established the Council of 

Competition Protection; and 

3.2.3 the KSA has become a member of the World Trade Organization (“WTO”), and 

in the context of the Agreement on Basic Telecommunications (“ABT”) has 

assumed a series of corresponding regulatory commitments in the 

telecommunications sector via its adoption of the WTO-ABT Reference Paper. 

3.3 As liberalisation takes place and competition intensifies across many or all relevant markets 

in the sector, it is desirable that ex-ante regulation of market dominance be reduced in favour 

of greater reliance on market outcomes and on the application in the telecommunications 

sector of ex-post competition controls in cases where there is an allegation of abuse of 

market dominance or of anti-competitive conduct. 

3.4 Given the above, this Regulatory Framework is intended to clarify and render more flexible 

the telecommunication regulatory regime as it relates to the following issues: 
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3.4.1 the methodology for defining relevant markets; 

3.4.2 the criteria and mechanism for the assessment of dominance within a relevant 

market; and  

3.4.3 the determination of proportionate, appropriate and non-discriminatory ex-ante 

remedies applicable to dominant service providers. 

4. REGULATORY FRAMEWORK 

4.1 Procedure for the issuance of a market analysis report and designation decision 

4.1.1 Prior to issuing a designation decision, the CITC shall first prepare a market 

analysis report and hold a public consultation process in accordance with this 

section  4.1 and the applicable Rules of Procedure. 

4.1.2 The CITC may at any time, on its own motion or on the application of any 

interested person, prepare, review or amend a market analysis report, in the light 

of evolving market conditions, in order to: 

(a) designate one or more relevant markets pursuant to section  4.2; 

(b) determine whether each of one or more telecommunications service 

providers is a dominant service provider in one or more relevant markets 

pursuant to section  4.3; and 

(c) in the event of a finding of market dominance, stipulate the remedy or 

remedies that the CITC intends to apply, if any, pursuant to section  4.4. 

4.1.3 The CITC may refuse an application for the preparation, review or amendment of 

a market analysis report, where the CITC determines that the application is 

frivolous or unsubstantiated or that the relevant market or markets have not 

sufficiently evolved since the previous applicable market analysis report or 

designation decision to merit further analysis.  

4.1.4 In the context of a public consultation process and prior to finalizing a market 

analysis report, the CITC: 

(a) may require a telecommunications service provider to provide it with 

such information as the CITC may require in order to determine whether 

the telecommunications service provider is a dominant service provider 

in one or more relevant markets, in which case the telecommunications 

service provider shall submit such information to the CITC in the manner 

and form requested within 30 days of the request, or within such other 

period as stipulated by the CITC; 
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(b) may request and consider information or recommendations from 

government agencies with expertise in matters related to anti-competitive 

conduct and the definition of markets; and 

(c) shall provide interested parties, including any telecommunications service 

providers who are subject to a determination in a market analysis report, 

with a period of at least 30 days prior to publication of a designation 

decision to submit written comments in relation to the market analysis 

report and to submit any such further information to the CITC as may be 

reasonably relevant to a determination of whether or not such 

telecommunications service provider is a dominant service provider.  

4.1.5 Where, in a finalized version of a market analysis report, the CITC determines 

that each of one or more telecommunications service providers is a dominant 

service provider in one or more relevant markets, the CITC shall issue a 

designation decision in which it stipulates, after due consideration of the 

principles set forth in section  4.4, which of the remedies set forth in the Bylaw or 

this Regulatory Framework, if any, shall apply to such dominant service 

provider(s) in each relevant market or markets under consideration. 

4.2 Designation of relevant markets in a market analysis report 

4.2.1 The first step in a market analysis report shall be the designation by the CITC of 

some or all of the relevant markets under consideration.  

4.2.2 The CITC shall assess and designate each relevant market by analyzing a range 

of market circumstances or criteria, including the telecommunications services 

that make up a specific market, as well as the geographic scope of that market 

and the relevant group of customers of such services. 

4.2.3 In its assessment and designation of the relevant market or markets, the CITC 

may also consider the following: 

(a) an assessment of demand-side substitutability in order to measure the 

extent to which the customers of the relevant telecommunications 

services are prepared or able to substitute other telecommunications 

services for the telecommunications services under consideration; or 

(b) an assessment of supply-side substitutability to determine the extent to 

which suppliers are able to supply other telecommunications services for 

the telecommunications services under consideration. 

4.2.4 In its assessment of demand-side and supply-side substitutability, the CITC may 

take account of any factor that, in its opinion, reasonably affects market 

definition, including consideration of the smallest group of services and the 

smallest geographic area in relation to which a telecommunications service 
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provider can impose and profitably maintain a small but significant non-

transitory increase in price.  In most cases, a five percent (5%) price increase 

would be deemed significant and a period of one year or more would be deemed 

non-transient. 

4.3 Determination of dominant service provider in a market analysis report 

4.3.1 When determining in a market analysis report whether a telecommunications 

service provider is a dominant service provider in a specific market or markets, 

the CITC shall apply the criteria and tests set forth in Article 30 of the Bylaw, 

and it may, in addition, apply a range of other market circumstances or criteria, 

including one or more of the following: 

(a) the degree of market concentration as determined by reference to 

revenues, numbers of subscribers or volumes of sales; 

(b) the degree to which a telecommunications service provider’s prices vary 

over time; 

(c) the ability of the telecommunications service provider to earn 

supernormal profits; 

(d) the telecommunications service provider’s financial resources and access 

to capital; 

(e) the telecommunications service provider’s vertical integration and the 

existence of a highly developed distribution network; and 

(f) whether the telecommunications service provider benefits from 

preferential or limited access to superior technology. 

4.4 Application of remedies in respect of dominance in a market analysis report 

4.4.1 In the event that the CITC determines that each of one or more 

telecommunications service providers is a dominant service provider in one or 

more relevant markets, the CITC may order the dominant service provider to 

comply with one or more of the following remedies, in addition to or in place of 

any of the applicable remedies set forth in section  1.4 above: 

(a) require a dominant service provider to notify the CITC of new and 

changed tariffs that the service provider intends to charge its customers in 

a relevant market in which it is dominant, in advance of the 

implementation of such tariffs, with a requirement that all its customers 

be informed at the same time of such tariffs; 
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(b) require a dominant service provider to offer leased lines on a wholesale 

basis on fair and reasonable terms and conditions, including price; 

(c) require a dominant service provider to offer wholesale international voice 

service on fair and reasonable terms and conditions, including price; 

(d) require a dominant service provider to offer national roaming for mobile 

service on a wholesale basis at fair and reasonable terms and conditions, 

including price; 

(e) require a dominant service provider to provide access to certain essential 

facilities, subject to technical feasibility, on fair and reasonable terms and 

conditions, including price; 

(f) require a dominant service provider to publish a reference offer for data 

access;  

(g) require a dominant service provider to submit accounts that separate the 

costs and revenues attributable to its regulated and unregulated services; 

(h) require a dominant service provider to institute effective operational (or 

functional) separation of its regulated wholesale business units from its 

retail and other business units in order to ensure that such latter business 

units have no informational or other advantage relative to analogous 

business units of competitive telecommunications service providers; or 

(i) require a dominant service provider to comply with any other remedy that 

is within the CITC’s powers to require. 

4.4.2 When considering which remedies to apply in the event of a finding of 

dominance in a market analysis report, the CITC shall ensure that the application 

of remedies in relation to market dominance is appropriate, proportional and non-

discriminatory, taking into consideration the market in question, the degree of 

market dominance, the threat of harm to competition or to customers that may 

result from such market dominance and the degree to which reliance on market 

outcomes or ex post competition controls may address such threat of harm 

efficiently and effectively, as well as the table of indicative remedies attached as 

Schedule A to this Regulatory Framework. 
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SCHEDULE A: TABLE OF INDICATIVE REMEDIES 

Relevant Market Typical potential for harm from 
market dominance 

Indicative potential remedies 

Over-charging, anti-competitive pricing, 

cross subsidies, etc. 

- Tariff filing and approval 

- Tariff Notification 

- Cost studies 

- Price Cap Regulation 

- Accounting Separation 
Unfair terms and condition, information 

asymmetry, customer lock-in, etc. 

- User information obligations 

- Terms of service 

1. Retail fixed access services 

Reduction in quality - Quality of service 

2. Retail local and national fixed voice 

call services   

As for Market No. 1 above As for Market No. 1 above 

3. Retail international voice call services   As for Market No. 1 above As for Market No. 1 above 

4. Retail national mobile services As for Market No. 1 above As for Market No. 1 above 

5. Retail business data services As for Market No. 1 above As for Market No. 1 above 

6. Retail internet access services As for Market No. 1 above As for Market No. 1 above 

Over-charging, anti-competitive pricing, 

cross subsidies, etc 

- Interconnection Charges 

- Cost studies 

- Accounting Separation 

- Tariff filing and approval 

Denial or delay in providing services, 

unfair terms and condition, etc. 

- Offer interconnection services 

- Reference Interconnection Offer (RIO) 

- Interconnection Agreement 

- Offer access to essential facilities 

7. Wholesale fixed voice call termination 

services 

General discrimination in favour of own 

retail operations  

- Operational separation 

8. Wholesale transit interconnection 

service  

As for Market No. 7 above As for Market No. 7 above 

Denial or delay in providing access; 

unfair terms and conditions, etc. 

- Reference Offer for Data Access 

(RODA) 

Over-charging, anti-competitive pricing, 

cross subsidies, etc. 

- Accounting separation 

- Cost Studies 

9. Wholesale line sharing service 

General discrimination in favour of own 

retail operations  

- Operational separation 

10. Wholesale broadband access services As for Market No. 9 above As for Market No. 9 above and  

Offer access to essential facilities 

Denial or delay of providing leased lines; 

unfair terms and conditions, etc. 

- Offer wholesale leased lines 

- Offer access to essential facilities 

11. Wholesale leased line services 

Over-charging, anti-competitive pricing, 

cross subsidies, etc. 

- Cost Studies 

12. Wholesale mobile call termination 

services  

As for Market No. 7 above As for Market No. 7 above 

Denial or delay of providing services; 

unfair terms and conditions, etc. 

- Offer national roaming services 13. Wholesale national roaming services 

Over-charging, anti-competitive pricing, 

cross subsidies, etc. 

- Cost Studies 

Denial or delay of providing wholesale 

international voice service; unfair terms 

and conditions, etc. 

- Offer wholesale international voice 

service 

14. Wholesale international voice call 

services 

Over-charging, anti-competitive pricing, 

cross subsidies, etc. 

- Cost Studies 
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PUBLIC CONSULTATION ON THE PROPOSED 

POLICIES RELATED TO FIXED AND 

MOBILE SERVICES LICENSING IN THE KINGDOM 

OF SAUDI ARABIA 
 

 

1. INTRODUCTION 

 

1.1 Pursuant to the Telecommunications Act, the Bylaw and the Ordinance, the 

Communications and Information Technology Commission ("the CITC"), is the entity 

authorized to regulate the Information and Communications Technology (ICT) sector 

in the Kingdom of Saudi Arabia ("the KSA"). The Telecommunications Act ("the 

Act"), enacted in June, 2001, and effective in December, 2001, provides the legislative 

foundation for developing and regulating the sector. The CITC Ordinance ("the 

Ordinance"), effective in June, 2001, created the CITC and defines its functions, 

governance, and financing. The Telecommunications Bylaw ("the Bylaw") was issued 

in July, 2002 and became effective immediately. The Bylaw provides for the 

regulation of the ICT sector by the CITC in the KSA. 

1.2 Pursuing its goals of further liberalizing the ICT sector in the KSA, the CITC is in the 

process of reviewing its regulatory policies. This review will assist the CITC to revise 

its policies to encourage the entrance of new fixed and mobile service providers into 

the KSA’s ICT sector and rollout of new applications and network infrastructure.  

1.3 This public consultation document seeks comments from interested parties in a 

manner that will help the CITC in setting regulatory policies specific to the licensing 

of new fixed and mobile service providers. The CITC considers the participation of 

the public an important aspect of its process. 

1.4 This public consultation document addresses eight regulatory policy areas: Scope of 

Services, Interconnection, IP Telephony Services/VoIP, Spectrum Management, 

Unbundling, Carrier Selection, Local Number Portability, and Quality of Service 

(QoS). 

1.5 The CITC has also studied the topic of ENUM (TElephone NUmber Mapping) and its 

impact on ICT services. At this stage, the CITC considers that ENUM is still at an 

early stage of standardization and is therefore not included in this public consultation. 

The CITC, however, will continue to actively monitor ENUM’s progress. 

1.6 The public consultation paper is divided into two major parts. The first part of the 

paper (Sections 1 to 6) provides the context for this public consultation and a brief 

introduction to the eight policy areas. The second part of the paper contains the 

attachments (Attachments 1 to 8) which address each of the policy areas in detail. 
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2. COMMENTS INVITED 

 

2.1 The CITC hereby seeks comments from interested parties on the proposed regulatory 

policies outlined in this Public Consultation Document. The CITC invites all 

interested parties to submit written comments on any issue they believe relevant 

regarding the regulatory policies. Comments of interested parties will be taken into 

consideration, but the CITC is under no obligation to adopt them. 

2.2 The CITC particularly encourages interested parties considering participating in the 

licensing process and intending to apply for new license(s) to allocate the necessary 

resources and time to provide detailed comments, supported by appropriate 

justifications, to the issues raised in this Public Consultation Document. These 

comments will be taken into account in shaping the fixed and mobile services 

regulatory policies that will support the future licensing process. 

 

3. FORM OF RESPONSE, SCHEDULE AND PROCEDURES 

 

3.1 In providing their comments interested parties are requested to specify contact details 

including the name of the party (and all related parties if the respondent is part of a 

consortium) in addition to address(es) and phone number(s). 

3.2 In providing their comments interested parties are kindly requested to use the template 

provided in Appendix I at the end of this document. Interested parties are requested to 

clearly indicate the title of the attachment (i.e. policy area), the attachment number and 

the paragraph number which the comment is referring to. 

3.3 All comments must be received by the CITC no later than 14/05/1427H, 

corresponding to 10/06/2006G. 

3.4 Replies filed in relation to the present Public Consultation may be submitted to one or 

more of the following addresses: 

a) E-mail to: 2006licensing@citc.gov.sa   

b) Delivery (hard and soft copy) by hand or courier: 

Office of the Governor 

Communications and Information Technology Commission 

King Fahad Road, P.O. Box 75606 

Riyadh 11588 

Kingdom of Saudi Arabia 
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4. PUBLIC CONSULTATION  

 

4.1 The CITC previously issued a Public Notice No. 6/1427, dated 19/03/1427H; 

17/04/2006G, attaching a Public Consultation Document titled “Regulatory 

Framework for Licensing of Fixed and Mobile Services in the Kingdom of Saudi 

Arabia”. This Public Consultation Document requested comments on the options 

considered for the overall fixed and mobile services regulatory framework.  

4.2 The CITC thanks all participants who provided feedback and comments on this first 

public consultation document. The CITC is in the process of reviewing all comments 

received. 

4.3 This second public consultation document seeks comments on policies related to the 

licensing of fixed and mobiles services. Both public consultation documents are 

addressing issues related to licensing of new fixed and mobile services in 2006 and 

should be read together.  

4.4 Based on a preliminary analysis of the responses received on the first public 

consultation document on the Regulatory Framework, it is the CITC's view that the 

“technology-neutral and service-specific” framework will apply in addressing the 

eight policy areas covered in this public consultation document. 

4.5 The CITC is in the process of reviewing whether the regulatory framework should 

include national and regional licensing schemes for fixed and mobile services. 

4.6 The CITC also intends to issue a third public consultation document at the end of this 

second quarter on the subjects of licensing criteria, application requirements and the 

licensing process. 

4.7 The CITC will issue its final regulatory framework, associated policies, applicable 

licensing criteria, the application requirements and the licensing process in time for 

potential interested parties to submit their applications in Q3/Q4 of 2006.  

 

5. OBJECTIVES 

 

5.1 Recognizing the importance and impact of the ICT sector on the KSA's economy and 

society, the Government of the KSA and the CITC in particular has taken initial steps 

for introducing competition with the licensing of a second mobile services provider 

and two data network service providers. Two 3G licenses were also issued to the 

existing mobile service providers. In addition, several ISPs and other services such as 

satellite, Automated Vehicle Locator (AVL), VSAT, Bulk SMS, Audio Text, and Call 

Center Services were licensed to operate in the ICT market.  

5.2 Press releases issued previously have indicated CITC’s intention to further liberalize 

the ICT sector, and thus set the conditions for ending the remaining monopoly 
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segment, namely fixed voice services; as well as issuing additional license(s) for 

mobile services, during 2006. 

5.3 The CITC’s policy objectives include: 

5.3.1 increase national coverage of ICT services and teledensity, particularly in broadband;  

5.3.2 promote the affordability and availability of a wider range of high quality ICT services 

in the KSA;  

5.3.3 increase competition in the ICT market and enable universal availability of advanced 

ICT services;  

5.3.4 develop an effective and consistent new regulatory framework and associated policies 

that are needed to establish effective competition and a level playing field for existing 

and new licensees; and  

5.3.5 attract investment in the very capital intensive ICT sector  

 

5.4 The CITC believes that a long-term sustainable and competitive ICT industry 

structure, characterized by universal access / universal service and availability of 

innovative products and services, is best achieved in a competitive environment 

including competition among access networks, which in turn is directly related to the 

level of investment in such networks by multiple parties. 

5.5 The CITC’s regulatory policies must promote investment in building network 

infrastructure that provides higher levels of bandwidth, especially in the access 

network. 

 

6. INTRODUCTION TO EACH POLICY AREA 

 

6.1 The attached policy papers examine the following main policy areas: 

6.1.1 Scope of Services: The services that should be mandatory or allowed in the new fixed 

and mobile licenses. 

6.1.2 Interconnection: The implications of IP-based network technology on 

interconnection regulation, the issues associated with interconnection at international 

cable landing points, and the provision of dark fiber leases. 

6.1.3 IP Telephony Services/VoIP: Address policy issues associated with the introduction 

of  IP Telephony services / VoIP 
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6.1.4 Spectrum Management: The basic principles for Managing the Spectrum, the policy 

options for meeting increasing demands, and ways to encourage users to make more 

efficient use of spectrum. 

6.1.5 Unbundling: Addresses policy issues associated with Unbundling. 

6.1.6 Carrier Selection: “Carrier Selection” is a mechanism which allows subscribers 

directly connected to the network on one facility based provider (FBP) to proactively 

select an alternative FBP for voice telephony services. The paper addresses whether 

there is a need to introduce Carrier Selection and the related regulatory and technical 

issues. 

6.1.7 Local Number Portability: “Local Number Portability” (LNP) is the ability for an 

end user to retain the same geographic telephone number, without impairment, when 

changing from one FBP to another without changing their location, or when moving 

from one physical location to another within the Local Calling Area and without 

changing the nature of the service offered. The paper addresses whether there is a 

necessity to introduce LNP and the issues related to implementation of LNP. 

6.1.8 Quality of Service: “Quality of service” (QoS) refers to the systematic measurement 

of the reliability and usability of ICT networks or services. The paper addresses 

whether there is a necessity for QoS regulation, the scope of QoS and the different 

related policy options. 

 



 

 

15//04/1427H; 13//05/2006G  CITC Public Consultation Document: Regulatory Policies Page 10 of 73 

 

Attachment 1 

 

 

Scope of Services 
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1 INTRODUCTION 

 

1.1 As stated in paragraph 4.4 in the first section of this document, the CITC is in 

principle aiming to implement a technology-neutral service-specific licensing 

framework. The new licensing framework takes into account the current trend of 

increasing convergence of Information and Communications Technology (ICT) 

services and is in line with recent regulatory moves towards greater use of general 

authorizations and simplified licensing. 

1.2 As regulatory frameworks become more established and ICT markets become more 

mature, licensing authorities have become increasingly willing to reduce regulatory 

intervention. Instead, greater reliance is placed on general conditions, ex post 

regulatory remedies and industry self-regulation in the areas previously covered by 

specific license conditions.  

1.3 The Telecommunications Bylaw of the Kingdom of Saudi Arabia provides a 

framework for licensing four types of licenses: telecommunications licenses, radio 

licenses, number licenses and equipment licenses. Telecommunications licenses can 

be of two types: individual licenses or class licenses.  

1.4 According to the Bylaw an individual license is required for fixed voice telephone 

services, public mobile cellular telecommunications services, operation of a public 

ICT network, national and international fixed and mobile data communications 

services and any other type of service that the CITC decides should require an 

individual license.  

1.5 Also according to the Bylaw, class licenses grant more than one service provider of 

the same class the right to offer ICT services or operate ICT networks except for 

services requiring an individual license and the operation of a public ICT network. 

Class licenses can be Type A and Type B. For Type A class licenses the CITC can 

limit the number of licenses authorized and establish qualification and licensing 

procedures according with the CITC statutes. Type B class licenses cannot be limited 

in number and require only a simple registration procedure. 

1.6 The CITC is reviewing the current licensing regime in view of the update to the 

regulatory framework and associated policies, and of WTO obligations. 
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2 ISSUES, OPTIONS AND CONSIDERATIONS 

 

2.1 License Classification  

2.1.1 The CITC is currently reviewing the licensing framework. One issue the CITC is 

addressing in this context is whether to change the current scheme for license 

classification, i.e., to define the distinction between individual and class licenses for 

fixed services.  

2.1.2 Proposed license classification changes are designed to support achievement of 

CITC’s overarching objectives for a long-term sustainable and competitive ICT 

industry structure, characterized by universal access/universal service and availability 

of innovative products and services, to be achieved. This includes promoting 

competition among access networks, and limiting restrictions on the number of 

services that can be offered.  

2.1.3 The CITC has examined several different licensing regimes that are being 

implemented in ICT services markets. In some countries, separate licenses are still 

issued on a service-by-service basis (such as international services). Other countries 

differentiate between facilities-based and services-based competition. A third method 

is to assign individual licenses or class licenses based on whether or not they require 

the use of scarce resources, such as rights of way, spectrum and numbers. A fourth 

licensing approach that is now being adopted in several countries is to issue licenses 

that do not specify the technology or service to be provided, i.e. fully unified, 

technology and service neutral licenses. 

Considerations 

2.1.4 The CITC considers that a facility based service provider refers to a provider that 

deploys and/or operates any form of ICT network elements and/or facilities for the 

purpose of providing the services to third parties, who may include the general public, 

other licensed ICT providers or business customers; 

2.1.5 The CITC considers that a service based provider refers to a provider not owning or 

building a network and who leases ICT network elements (such as transmission 

capacity and switching services) from any facility based service provider in order to 

provide their own ICT services, or to resell the ICT services of facilities based 

providers to end users. 

2.1.6 In line with the CITC objectives for its liberalization plan, the CITC proposes to 

redefine the existing licensing regime for the future using the same two categories of 

licenses, i.e. Individual and Class Licenses, but using a different form to distinguish 

them. 

2.1.7  Individual licenses would be required for facility based providers (FBPs).  
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2.1.8 Class licenses would be issued for any other licensable activities, which would include 

those ICT services providers not owning or building a network. Class licenses would 

be service based licenses. Distinct Class licenses (Type A and B) would not exist in 

the proposed framework.  

2.1.9 The CITC believes this approach is clear, supports the principles of objective and 

transparent decision making, and is consistent with the CITC’s overarching objectives 

and policy for the ICT sector. 

2.2 Definition and Scope of Fixed Individual Licenses 

2.2.1 The CITC Bylaw defines fixed services as a telecommunications or 

radiocommunication service that provides for communication between fixed ground 

stations.   

2.2.2 The CITC is considering what the scope of services should be, and how the services 

should be specified for the individual licenses.  

Considerations 

2.2.3 The CITC is considering defining fixed services, in the context of fixed services 

licensing, as electronic communications services between fixed apparatus or stations 

but excluding mobile services. The scope of fixed services includes the emission, 

transmission or reception of real time and non real time information, including voice, 

sound, data, text, video and pictures, or a combination thereof, and Value Added 

Services. However, broadcasting content is subject to separate licensing from the 

Ministry of Culture and Information. 

2.2.4 The CITC’s preliminary view is that individual licenses might be used to provide any 

type of fixed services, as long as they comply with applicable regulations, at local, 

national and international level. 

2.2.5 The CITC’s preliminary view is that this more generic definition of the scope of 

services of the individual licenses is justifiable, as technological forces are driving 

convergence at the services level.  

2.2.6 By defining the scope of individual fixed services licenses in a more generic way the 

CITC is also safeguarding the market’s attractiveness for new entrants in the fixed 

services sector, as this allows more room for innovation and the development of new 

market segments. 

2.3 Scope of  Fixed Class Licenses 

Considerations 

2.3.1 Class licenses would be issued for service based providers. With respect to class 

licenses, the CITC’s preliminary view is that the new class licenses will authorize each 
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licensee to provide a limited scope of specific services. The proposed option is to 

utilize the existing service scope, as defined in the Bylaw. To the extent that it is 

necessary to change the scope of services in the license, the CITC will consider a 

potential new scope based on comments received on this public consultation 

document. 

2.3.2 The range of services that would require a class license includes, but is not limited to, 

resale of leased circuit services, resale of international services, public internet access 

services, virtual private network services, public payphone services, and other Value 

Added Services. 

2.4 Definition and Scope of Mobile Individual Licenses 

2.4.1 The CITC is considering the following definition for mobile services in the context of 

licensing: Mobile service means a radio communication service configured so as to 

permit full mobility of customer terminals (radio stations), which permits a customer 

to receive communications from or communicate with any apparatus or station. 

Mobile services in this context shall exclude satellite mobile services. 

2.4.2 For mobile individual licenses the CITC’s preliminary view is to allow the same scope 

of services as in the existing mobile licenses (such as voice communications services, 

data services, short messaging service, multimedia messaging service and ancillary 

digital services and features, such as call waiting, call forwarding and calling line 

identity), but excluding mobile virtual services and cellular satellite mobile services. 

2.5 Scope of Mobile Class Licenses 

Considerations 

2.5.1 The CITC’s preliminary view is that the new Class licenses will authorize each 

licensee to provide a specific and limited scope of services.  

2.5.2 The scope of these services could include any non-facilities based mobile services and 

satellite mobile services. 

2.6 Directory Inquiry Services 

Considerations 

2.6.1 Directory Inquiry Services are mandated for the Dominant Service Provider. The 

existing trend in different markets around the world is to not mandate directory 

services for new entrants in the fixed market. The CITC’s preliminary view on this 

subject is that for non Dominant Service Providers offering directory services should 

be optional. 
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2.7 Emergency Services 

2.7.1 Emergency calls have to be routed to an appropriate emergency response centre. 

Currently such calls have to be delivered with an accompanying CLI.  

2.7.2 Some countries mandate that a call back capability for emergency response has to be 

provided. In some cases this obligation is restricted to cases where it is technically 

feasible. 

Considerations 

2.7.3 The CITC is of the opinion that for calls to emergency services, caller location 

information should be provided by all public ICT service providers. 
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Attachment 2 

 

 

Interconnection 
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1 INTRODUCTION 

 

1.1 In the Communications and IT Bylaws of the KSA, interconnection is defined as: 

The physical or logical linking of telecommunications networks used by the 

same or a different service provider in order to allow the users of one 

service provider to communicate with users of the same or another service 

provider, or to access the facilities and/or services of another service 

provider. Interconnection is a specific type of access implemented between 

service providers. 

1.2 Interconnection based on fair prices and fair terms and conditions is a prerequisite for 

effective competition in the Kingdom. 

1.3 The CITC has recently approved a revised Reference Interconnection Offer (RIO) 

filed by the Saudi Telecommunications Company (STC). The CITC intends to initiate 

a review of this RIO by April 2007. 

1.4 In this attachment the CITC is considering the requirement for certain new 

interconnection arrangements, including those resulting from the introduction of new 

technologies. This attachment addresses the specific issues of IP-based networks and 

Next Generation Networks (NGN) interconnection, interconnection at overseas cable 

landing point and dark fiber. However, the CITC welcomes comments on any other 

issues in the CITC interconnection regime, including the interconnection guidelines 

and the approved STC RIO, both of which are published on the CITC website. (See 

www.citc.gov.sa)   
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2 DEFINITIONS AND DESCRIPTIONS 

 

2.1 ITU-T gives the following definition of NGNs and IP-based networks: 

2.1.1 An IP-based network: a network in which the Internet Protocol is used as the OSI 

layer 3 protocol (OSI Reference Model) 

2.1.2 A Next Generation Network (NGN) is a type of IP-based network able to provide 

services including Telecommunication Services and able to make use of multiple 

broadband QoS-enabled transport technologies and in which service-related functions 

are independent from underlying transport-related technologies. It offers unrestricted 

access by users to different FBPs. It supports generalized mobility which will allow 

consistent and ubiquitous provision of service to users. 

2.2 The architecture of NGNs allows the decoupling of service and transport layers. This 

means that FBPs can enable new services by defining them directly in the service 

layer, without considering the transport layer. 

2.3 NGNs may be deployed by the incumbent and by other licensed facility based 

providers. In the case of an incumbent with a substantial circuit-switched network in 

place, NGN roll-out is normally accomplished by converting the trunk and 

international network first, followed by the access network. Alternatively, NGN roll-

out may be accomplished one geographic area at a time.  

2.4 Subscribers do not need to buy new terminal equipment to be connected to an NGN, 

because the access nodes (the NGN equivalent of local exchanges) will be able to 

support both analog and digital CPE, connected by copper or fiber. 

2.5 The conversion of all networks in the Kingdom at some point in the future to IP-based 

architectures is inevitable, since major vendors will eventually cease to manufacture 

and support circuit-switching equipment. 

2.6 An International Cable landing station can be defined as the building in which an 

international submarine cable is connected to the national public networks.  

2.7 Dark fiber refers to an individual fiber (or pair of fibers) within a fiber optic cable 

which does not have optical transmission equipment connected to it, and (for the 

purposes of this document) is available for rental to FBPs who may install their own 

transmission equipment at either end of the fiber(s). 
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3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 General Principles of Interconnection between Circuit Switched Networks and 

IP-based Networks 

3.1.1 The interconnection of an IP-based network to a circuit switched network poses some 

unique challenges, since the two types of networks have different architectures and 

deal with traffic in different ways.  

3.1.2 Costs may be incurred when interconnecting with an IP-based network over and above 

those that would be incurred when interconnecting to another circuit switched 

network. 

3.1.3 The options are that either the circuit switched network FBPs or the IP-based network 

provider should be required to bear some or all of the additional interconnection costs. 

Alternatively FBPs should be allowed to reach their own commercial agreements 

without ex ante regulation. 

Considerations 

3.1.4 Where traffic needs to be passed from a circuit switched network to an IP network, 

protocol conversion needs to occur. Extra billing software may also be required by the 

IP-based network FBP if it is to charge for interconnection of voice calls on a timed 

basis. 

3.1.5 It is unlikely, though not entirely impossible, that new entrants to the Kingdom’s fixed 

voice ICT market will construct circuit-switched networks. It is therefore possible that 

the new entrants will have full IP architectures in place before the incumbent.  

3.1.6 Any interconnection agreements between circuit-switched networks and IP-based 

networks will need to include issues such as network topology, interface specifications 

(including signaling systems), provisioning procedures, operations and maintenance 

procedures, performance management and forecasting. 

3.1.7 It is the CITC’s view that the circuit switched network FBPs should not be required to 

incur additional costs when interconnecting with an IP-based network over and above 

those they would incur when interconnecting to another circuit switched network. 

3.2 Capacity-based Versus Time-based Charging 

3.2.1 Currently, charges for call termination, origination and transit are charged on a time 

basis. In the area of IP interconnection for internet traffic, interconnection charges are 

usually calculated on a capacity basis, with the access seeker paying the access 

provider for the service. For IP-based interconnection, the options in the Kingdom 

include: 

3.2.1.1 All interconnection charges for PSTN traffic would continue to be time based 
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3.2.1.2 All interconnection charges for PSTN traffic would be on a capacity basis, 

with the interconnection seeker paying the interconnection provider 

3.2.1.3 A ‘bill and keep’ regime, in which all FBPs keep 100% of the retail revenues 

they generate. 

3.2.1.4 All FBPs would offer both time-based and capacity-based interconnection 

options 

3.2.1.5 Regulatory forbearance – FBPs would be required to agree on tariffs for 

interconnection between themselves, with regulatory intervention only if 

required.  

Considerations 

3.2.2 IP telephony technology allows for call set-up and tear-down to either IP or circuit-

switched terminal equipment, and so for calls which terminate on an IP-based 

network, it is possible to calculate call durations and bill accordingly. However, for 

transit traffic, this is more difficult, since voice telephony traffic in transit on an IP-

based network may be indistinguishable from other types of traffic unless special 

measures are taken to identify it.  

3.2.3 Capacity-based interconnection charges may tend to encourage flat rate pricing of 

PSTN services. This may benefit heavy users of PSTN services and penalize those 

who use the services less intensively.  

3.2.4 Under a capacity-based charging regime it may be more difficult to apportion 

payments between FBPs for premium rate services, or other calls to non-geographic 

number ranges.  

3.2.5 The CITC proposes to exercise forbearance initially, since there are no regulated 

international benchmarks for termination and/or transit rates. The market players 

would be allowed to negotiate agreements, but with ex ante regulations if required. 

3.3 Symmetry of Call Termination Charging Structures and Services 

3.3.1 Currently, where there are competing FBPs offering call termination, the charging 

structure and rates for termination are required by the CITC to be symmetric. This is 

currently only the case in the mobile market. The charging structure for these FBPs is 

time based and the rates are required to be the same for call termination to their 

respective mobile number ranges. The charging structure for call termination to STC’s 

fixed number ranges is also time based, although the rates are lower than those for 

mobile termination. 

3.3.2 Hence, the current situation in the Kingdom is that FBPs with technologically similar 

networks (e.g. cellular) for voice telephony have identical charging structures and 
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rates for termination, and operators with technologically different types of networks 

(e.g. cellular versus fixed) have identical charging structures, but different rates. 

3.3.3 If new charging structures for IP-based number ranges (e.g. on a capacity basis) were 

implemented for voice termination to to IP-based FBP number ranges, there are two 

options for dealing with operators of circuit-switched networks: 

3.3.3.1 Circuit-switched network FBPs would have different charging structures for 

voice call termination to those of IP-based FBPs (e.g. they would retain time 

based charging while mandating capacity-based charging for IP-based FBPs) 

3.3.3.2 Circuit-switched FBPs would have the same charging structure for voice call 

termination as IP-based FBPs. 

Considerations 

3.3.4 The CITC is considering whether there is any benefit to, for example, the application 

of capacity-based charging for termination of calls to mobile networks or to fixed 

circuit-switched networks.  

3.4 Interconnection Between IP-based Networks and Circuit- Switched Networks 

3.4.1 In order to maintain continuity when interconnecting to an IP-based network certain 

services may need to be supported, including: 

3.4.1.1  end-to-end bidirectional and unidirectional DTMF tones 

3.4.1.2 in-band audio tones and announcements to the user 

3.4.1.3 presentation of a number in ITU-T E.164 format identifying the calling party 

3.4.1.4 transport of calling line identification and calling line identification restriction 

3.4.1.5 malicious call tracing 

3.4.1.6 emergency calling 

3.4.1.7 E.164 number portability. 

Considerations 

3.4.2 IP-based networks offer opportunities for new interconnection products, but they may 

not be able to economically support all legacy interconnection products in the long 

term. This may be particularly true for certain kinds of data services, for example. 

3.4.3 The CITC’s preliminary view is that existing services, such as those listed in 3.4.1 

above, should be supported across the interconnect to IP-based networks 
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3.5 New Interconnection Services 

3.5.1 IP-based networks will offer the possibility for new interconnection services. One of 

the principal advantages of IP-based networks is that they allow FBPs to bring new 

retail services to market relatively quickly. Some of these new services may also 

require specialized interconnection – e.g. to the application and intelligence layers of 

other IP-based networks, to provide, for example, customer location information or 

specific session controls. 

3.5.2 There are two broad options to regulation in this area: 

3.5.2.1 Avoid early intervention in the regulation of access to these new applications, 

on the grounds that it will not be clear at the outset which new retail services 

will emerge (and hence which new interconnection services will be most 

important) 

3.5.2.2 Intervene at an early stage on the grounds that without fair access to the 

application and intelligence layers, certain IP-based networks may quickly 

achieve market dominance, or because early action will promote deeper 

competition and innovation in ICT services in the Kingdom. 

Considerations 

3.5.3 Although IP-based networks will offer the potential for service innovation, both by the 

network owners and by third parties, the CITC is of the preliminary view that it should 

avoid early intervention since it is by no means clear at this time which new services 

will be most successful with end users, and the degree to which FBPs will require or 

desire access to the applications and intelligence layers of other IP-based networks.  

3.6 Quality of Service over Interconnection Links 

3.6.1 IP interconnection has specific challenges with regard to the measurement and 

maintenance of quality of service for different types of traffic. Whereas in traditional 

networks, different types of traffic (e.g. telephony, business data services, internet IP 

traffic) are passed over logically separate interconnection links, with IP-to-IP 

interconnection, all types of traffic may be passed over the same logical links. 

3.6.2 The CITC is considering which are the most appropriate regulatory methods for 

ensuring quality of service on interconnection links to and between IP-based networks. 

Considerations 

3.6.3 IP networks do not inherently differentiate between different types of traffic, however, 

among the various types of IP traffic, voice traffic and media streams are the most 

sensitive to packet loss, high latency and other network problems. It is technically 

possible to achieve differentiation with the addition of specialized technology. There 
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is a risk, therefore, that the quality of some services, especially voice telephony, could 

deteriorate. 

3.6.4 The CITC considers that, as far as practically possible, there should be no degradation 

to the quality of service experienced by the end user, when connecting from a circuit-

switched network to an IP-based network.  

3.7 Migration of STC’s Network to a NGN Network 

3.7.1 As STC migrates its network to a NGN architecture, the utilization of its circuit-

switched network will fall. Hence the cost per unit of traffic for interconnection to 

STC’s circuit-switched network is likely to rise.  

3.7.2 In order to accurately model the long run incremental costs of a migrating network, the 

CITC would need to understand the relative costs of call termination on STC’s circuit-

switched versus its NGN network, and the company’s migration plans to IP. 

Considerations 

3.7.3 The CITC’s view is that the most appropriate way to deal with this is to mandate a 

blended interconnection rate, which encompasses the assumed lower cost of 

interconnection to the NGN and the higher cost of interconnection to the circuit-

switched network. 

3.8 Interconnection at International Cable Landing Stations 

3.8.1 STC currently does not offer other licensed FBPs the opportunity to interconnect with 

international cables at international cable landing stations. STC does offer capacity for 

sale on international cables, and provides transmission link circuits to connect another 

licensed FBP’s Point of Presence (POP) to the relevant landing station. 

3.8.2 New international cable capacity will be made available by FLAG Telecom, which 

will have two spurs to its international cable network connected in the Kingdom. 

Considerations 

3.8.3 Until very recently, the only international cable capacity available in the Kingdom was 

on the SEA-ME-WE (South East Asia, Middle East, Western Europe,) international 

cables. These cables are owned by a consortium of international telecoms service 

providers, of which STC is a member. STC owns the cable landing facilities for these 

cables in the Kingdom.  

3.8.4 The landing of the FLAG Telecom cable in the Kingdom means there will be a second 

source of international cable capacity. Other licensed FBPs should be able to purchase 

capacity on this cable system directly from FLAG Telecom. 
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3.8.5 If the landing of the FLAG Telecom cable means that there will be true competition in 

international cable capacity, the CITC is considering whether there is a need to 

mandate interconnection at international cable landing points controlled by STC.  

3.9 Leasing of Dark Fiber on the National Backbone FBP Network 

3.9.1 A memorandum of understanding between Bayanat Al Oula, Etihad Etisalat and 

Integrated Telecom Company has been established to build a national backbone FBP 

network and under an agreement with CITC, the parties to the agreement are obligated 

to offer dark fiber to new FBPs.  

3.9.2 The CITC is considering whether it should also mandate STC to offer dark fiber leases 

to other FBPs. At the present time STC is not obligated to do so. 

Considerations 

3.9.3 The advantages of mandating STC to offer dark fiber leases would be to ensure equal 

regulatory treatment of STC and the new consortium, provide the new FBPs a 

competitive choice of supplier, mitigate potential Rights of Way issues and expedite 

their network roll-outs.  

3.9.4 The CITC’s preliminary view is to mandate STC to offer dark fiber leases on national 

backbone cables to new FBPs. 

 



 

 

15//04/1427H; 13//05/2006G  CITC Public Consultation Document: Regulatory Policies Page 25 of 73 

 

Attachment 3 

 

 

IP Telephony Services/VoIP 
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1 INTRODUCTION 

 

1.1 IP-based networks and technologies are increasingly being deployed in voice 

communications services. They have the potential of enabling new services that are 

significantly different from traditional voice services.  

1.2 IP-based technology has many benefits over traditional PSTN circuit switched 

technology. It can potentially lower the cost of providing voice services and at the 

same time allow new innovative products and services to be offered. 

1.3 New FBPs can leverage the advantages of IP-based technologies to compete in the 

supply of voice communications services. 
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2 DEFINITIONS AND DESCRIPTIONS 

 

2.1 The terms “IP Telephony”, “VoIP” and other variants often generates confusion as 

there are many different definitions used by various organizations. Some use them 

interchangeably while others give them distinct definitions. Further confusion is 

caused by using the terms to refer to both the IP-based technologies and the services 

that are enabled by these technologies. 

2.2 Definitions used by various organizations: 

2.2.1 ITU (Source: ITU’s The Essential Report on IP Telephony 2003): IP Telephony is the 

exchange of information primarily in the form of speech that utilizes a mechanism 

known as Internet Protocol. There are two types of Internet Telephony according to 

the ITU: 

2.2.1.1 Type 1: Those requiring the intervention of an FBP and enabling, by means of 

a gateway, the partial or full provision of communication to the global public 

switched network. 

2.2.1.2 Type 2: Those requiring no intervention by a third provider and without the 

need for a gateway; in this case, the application of VoIP is seen as one of the 

multiple applications of the Internet world. 

2.2.2 ETSI’s definitions (Source: ETSI’s website 2006): Internet telephony, also known as 

voice-over-IP or IP telephony is the real-time delivery of voice between two or more 

parties, across networks using the Internet protocols, and the exchange of information 

required to control this delivery. 

2.2.3 European Regulators Group (Source: ERG’s VoIP Common Statement 2005): VoIP is 

the conveyance of voice, fax and related services partially or wholly over packet-

switched IP-based networks. 

2.3 For the purpose of this consultation paper, we shall adopt the following definitions: 

2.3.1 VoIP is the generic name for the transport of voice traffic using IP technology. VoIP 

traffic can be carried on a private managed network or the public Internet or a 

combination of both.  

2.3.2 IP Telephony services relate to a form of VoIP that requires gateways, telephone 

devices and E.164 numbers. 

2.4 The issues discussed in this attachment of the Public Consultation Document are 

focused on IP Telephony services. 
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3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 IP Telephony Services to be Allowed 

3.1.1 In view of the new fixed license to be awarded, the CITC needs to address the type of 

IP Telephony services to be allowed in the KSA. 

Considerations 

3.1.2 In line with the objective of the CITC to introduce competition in the communications 

& information technology sector, the CITC is considering the option of allowing all 

types of IP Telephony services to be offered by FBPs in the KSA. This is also aligned 

with the overall technology-neutral regulatory framework approach that the CITC is 

considering to adopt. 

3.2 Emergency Services 

3.2.1 Current fixed line voice services provide access to emergency services such as 112 

and 999. Due to the nomadic nature of IP Telephony services, there may be technical 

issues in providing the same access to emergency services. The options available for 

the CITC to consider are: 

3.2.1.1 Impose obligations on all IP Telephony FBPs to provide full access to 

emergency services and disallow FBPs that cannot comply with these 

obligations 

3.2.1.2 Allow IP Telephony FBPs an option not to provide emergency services, but 

with a mandatory requirement that the IP FBP will make the consumers fully 

aware of this limitation  

Considerations 

3.2.2 Access to emergency services is a basic capability that many consumers expect from 

their telephony FBP. To safeguard the interest of consumers, the CITC proposes that 

all IP Telephony FBPs should provide access to emergency services equivalent to that 

of traditional PSTN fixed lines. 

3.3 Quality of Services (QoS) 

3.3.1 IP Telephony services may use the public Internet for conveyance of voice traffic. The 

QoS is thus more difficult for FBPs to guarantee compared to traditional fixed line 

voice services. The policy options for regulation of QoS are: 

3.3.1.1 Impose the same QoS obligations for new IP Telephony services as for circuit-

switched fixed telephony, and disallow services that cannot comply 
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3.3.1.2 Review the existing QoS indicators and standards for circuit-switched fixed 

telephony to specify more relevant requirements and apply the same revised 

QoS obligations for IP Telephony as for circuit switched fixed telephony, and 

disallow services that cannot comply.  

3.3.1.3 Allow IP Telephony FBPs an option not to comply with QoS of circuit-

switched fixed telephony, but with a mandatory requirement that the IP FBP 

will make the consumers fully aware of the potential lower quality 

Considerations 

3.3.2 The CITC proposes to impose the same QoS standards as for circuit switched Fixed 

Telephony only on IP Telephony services that replace existing Fixed Telephony 

services and invites proposals on appropriate QoS indicators and standards. In the case 

of services for which QoS obligations are waived, the CITC proposes that FBPs 

comply with the following consumer protection requirements: 

3.3.2.1 Clear indications on marketing material (e.g. brochures, website, 

advertisements) on the potentially lower quality of IP Telephony services 

3.3.2.2 Explicit related information on subscribers’ contracts/license agreements 

3.4 Numbering Scheme 

3.4.1 The nomadic nature of some IP Telephony services requires that different numbering 

scheme options be considered. The options available to CITC are: 

3.4.1.1 Apply the current numbering scheme using the geographic numbering 

structure for both IP Telephony services and traditional PSTN services 

3.4.1.2 Implement a separate number scheme for IP Telephony services using a new 

Access Code prefix 

Considerations 

3.4.2 For IP Telephony services that replace traditional fixed lines and retain the geographic 

meaning of phone numbers, the CITC proposes to use the same numbering scheme as 

current fixed line services. For other IP Telephony services, the CITC proposes to use 

a separate numbering scheme, with a new Access Code, to differentiate these services 

from traditional voice services. 

3.5 Universal Service Fund (USF) Obligations 

3.5.1 The CITC has proposed a Universal Service / Universal Access policy for approval. 

This policy includes setting up a Universal Service Fund (USF) for financing of 

universal service projects and universal FBPs. This policy requires all FBPs to 

contribute to the USF. 
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3.6 Lawful Interception 

3.6.1.1 Current voice communication FBPs are required to provide the capabilities for 

lawful interception of calls for national securities reasons. IP Telephony 

services can carry voice data over multiple networks and are capable of 

complex encryption. These factors make lawful interception more challenging.  

Considerations 

3.6.2 From a national security perspective, the requirement is for all communications 

services providers to allow for lawful interception and call monitoring. The CITC 

therefore requires that all FBPs, including IP Telephony FBPs, must provide Lawful 

Interception capabilities.  

3.7 Blocking of IP Telephony Traffic by Facility Based Providers (FBPs) in the KSA 

3.7.1 There is network equipment available today that allows circuit-switched FBPs to 

block or selectively degrade incoming IP Telephony traffic. To ensure a level playing 

field in the KSA, the options available for the CITC to consider are: 

3.7.1.1 Allow blocking of IP Telephony traffic by FBPs, based upon appropriate 

justification to be filed by FBPs for CITC's approval 

3.7.1.2 Disallow blocking of IP Telephony traffic by FBPs 

Considerations 

3.7.2 The CITC proposes that FBPs will not be allowed to block the IP Telephony traffic 

without prior approval from the CITC.  

3.8 Technical Arrangements for IP Telephony Interconnection 

3.8.1 As IP Telephony services are based on new technologies, the Interconnection 

technical arrangements are not as mature as PSTN networks. The options available for 

the CITC to consider are: 

3.8.1.1 Intervene to specify technical requirements of IP Telephony-IP Telephony and 

IP Telephony-PSTN interconnection arrangements 

3.8.1.2 Let FBPs decide among themselves 

Considerations 

3.8.2 The CITC proposes to exercise forbearance in specifying the technical aspects of IP 

Telephony interconnection. Although there is no universally agreed set of 

interconnection technical standards for IP Telephony, considerable progress is being 

made by FBPs, vendors and industry groups in standardizing a core set of technical 
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interconnection specifications. The CITC will constitute market and industry groups to 

find suitable solutions on this issue. 
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Attachment 4 

 

 

Spectrum Management 
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1 INTRODUCTION 

 

1.1 This attachment discusses proposed policy changes in spectrum management within 

the Kingdom of Saudi Arabia (KSA) with particular emphasis on aspects impacting 

the fixed and mobile license process.  

1.2 The key objectives for spectrum management are: 

1.2.1 Provide access to appropriate spectrum in response to demand;  

1.2.2 Maintain an interference free environment; 

1.2.3 Balance conflicting interests and demands between users; 

1.2.4 Maximize the economic returns to society from the use of spectrum; and 

1.2.5 Support the growth of a fair and sustainable competitive market. 

1.3 To achieve these goals in a market increasingly challenged by an excess of demand 

over supply, the best long term spectrum management principle is for the regulator to 

ensure the increasingly efficient use of available spectrum. Spectrum management 

processes must therefore adapt to pursue this principle.  

1.4 This attachment proposes changes to the existing spectrum management methods 

employed by CITC consistent with spectrum management methods increasingly 

employed by international “best-practice” administrations.  
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2 DEFINITIONS AND DESCRIPTIONS  

 

2.1 Spectrum management refers to the regulatory, operational, technical and 

administrative processes used to plan, co-ordinate and manage scarce radio spectrum 

resources. 

3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 Key Spectrum Management Issues 

3.1.1 The key issues include: 

3.1.1.1 What basic principles should govern and direct spectrum management? 

3.1.1.2 How should increasing and often competing demands for spectrum be handled 

within the KSA, particularly when demand exceeds supply? 

3.1.1.3 In the face of this demand, how should spectrum users should be encouraged to 

make more efficient use of spectrum? 

Considerations 

3.1.2 The CITC recognizes that implementing a spectrum management framework which 

encourages spectrum efficiency is critical in order to meet the long term increasing 

demand for spectrum. Management of competing demands and encouragement of 

efficient use need to be driven by this key principle. 

3.2 Spectrum Management Methods 

3.2.1 There are three approaches adopted for spectrum management; Command and 

Control, Market-driven and Unlicensed (‘Commons’) methods. 

3.2.1.1 Command and Control, the traditional centrally regulated management of 

spectrum and utilization. The regulator is responsible for determining all 

aspects of spectrum use including assignment of spectrum to users, and the 

services permitted. This traditional approach frequently uses a ‘first-come-

first-served’ spectrum assignment methodology. Where demand for spectrum 

exceeds supply, this method can be inefficient and a poor driver of spectrum 

efficiency, 

3.2.1.2 Market-driven, where spectrum assignments are defined by the regulator but 

the market determines its ultimate usage. Spectrum pricing is used by the 

regulator to balance spectrum supply and demand and to encourage improved 

spectrum utilization. New entrants who can achieve greater efficiency can 

afford to pay more for a given range of spectrum. Existing users may change to 

more efficient technologies generating savings and/or revenues from selling or 

leasing spectrum which is no longer required.  
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3.2.1.3 Unlicensed (“commons”) use, where services with low risk of interference to 

licensed services are permitted unlicensed access to selected spectrum. This 

approach usually permits users, without the need for any licensing process, to 

share a modest range of spectrum assignments by using relatively low power 

levels and following a basic set of emission and interference rules. This 

spectrum management method can deliver highly efficient spectrum use, but 

currently cannot be used over a broader range of spectrum due to the increased 

potential for interference to licensed systems. 

Considerations 

3.2.2 The traditional “command and control” methods commonly used by regulators 

provide few incentives to encourage improvements in spectrum efficiency. Although 

satisfactory for markets where spectrum demand can be reasonably met by available 

supply, other methods permit more flexible and responsive delivery of spectrum when 

demand exceeds supply.  

3.2.3 CITC proposes to continue to use a mix of these spectrum management methods, with 

an increasing emphasis on market-driven methods, in line with current international 

“best-practice”.  

3.3 Increasing Demand for Spectrum 

3.3.1 To meet the increasing demands for spectrum, the options available to the CITC 

include: 

3.3.1.1 Do nothing; 

3.3.1.2 Release further spectrum; 

3.3.1.3 Redeploy existing spectrum; and 

3.3.1.4 Encourage migration to more efficient systems. 

Considerations 

3.3.2 The best option for effective long term spectrum management is to encourage users to 

migrate to increasingly more spectrally efficient systems. For the majority of spectrum 

and services, financial incentives have been identified as the best method to encourage 

improvement in spectrum efficiency.  

3.3.3 The CITC also proposes to implement ‘use-it or lose it’ policies to ensure spectrum is 

either used efficiently and effectively, or redeployed to FBPs and for services better 

able to make efficient use of that spectrum. The CITC is also considering the 

introduction of new license terms to streamline possible future spectrum refarming. 
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3.3.4 Spectrum efficiency will be judged by the CITC using international best practice 

benchmarks. The CITC are open to suggestions on alternative methods. 

3.4 Recurring Fees 

3.4.1 Recurring (e.g. annual) fees relate to spectrum use, or for services making use of 

spectrum. Recurring Fee options include:  

3.4.1.1 Administrative fees; 

3.4.1.2 Service related fees (i.e. Based on subscriber numbers); 

3.4.1.3 Fees based on revenue sharing; or  

3.4.1.4 Incentive pricing fees  

Considerations 

3.4.2 The method which best encourages users to improve spectrum efficiency is the use of 

incentive pricing. Of the available incentive pricing alternatives, CITC is considering 

incentive pricing fees based on marginal opportunity costs. Current fees based on 

administrative pricing and/or revenue sharing do not necessarily encourage spectrum 

efficiency. Marginal opportunity costs are directly related to spectrum efficiency, 

based on the value of the benefits the user passes up by choosing to use the current 

spectrum and technology over the next “best” alternative. Although more complex to 

establish, it is the most appropriate method which provides a timely match with 

prevailing market conditions. 

3.4.3 The CITC is considering the introduction of incentive-based recurring fees where 

spectrum demand exceeds (or is expected to exceed) supply, where the spectrum is 

able to be used by other services and where excess demand exists from those other 

services, and where the prevailing procedures permit the collection of such fees. 

Weighting factors, relating to frequency, bandwidth, coverage area and other 

parameters, and similar to those already in use by the CITC, would also be used in the 

determination of these incentive based fees.  

3.4.4 Existing fee methods would continue to apply to spectrum which is not congested or is 

not able to be used to reduce spectrum congestion in other bands or for users where no 

alternative options are available.  

3.4.5 Under this approach, recurring fees may rise significantly over time in order to 

encourage the overall key objective of continual improvement in spectrum efficiency.  

3.4.6 The CITC is also considering the introduction of spectrum trading in selected bands at 

some future date. Although not permitted in the KSA today, this may permit spectrum 

licenses to be sold, leased or traded, providing a further method to improve spectrum 

efficiency. 
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3.5 Award of Spectrum 

3.5.1 Options available to award spectrum include: 

3.5.1.1 First-Come-First-Served 

3.5.1.2 Beauty Contests, and 

3.5.1.3 Spectrum Auctions 

Considerations 

3.5.2 The CITC proposes to continue using the traditional ‘first-come first-served’ 

command and control method for awarding spectrum where demand can be reasonably 

met by a combination of available spectrum coupled with encouraging increased 

spectrum efficiency. 

3.5.3 Of the available options for awarding spectrum in bands where demand exceeds 

available spectrum supply, beauty contests require the establishment of suitable 

criteria and a lengthy evaluation of competing bidders. Spectrum efficiency may not 

be guaranteed, and process transparency is difficult to achieve.  

3.5.4 Auctions can reduce transaction costs, deliver best value to the nation for the 

spectrum, bring transparency to the process, and ensure open and effective 

competition. This makes spectrum auctions the preferred spectrum award system, 

where the demand exceeds the available spectrum supply. Thus CITC propose to use 

spectrum auctions to award fixed and mobile spectrum. 

3.6 Auction Methods 

3.6.1 Spectrum auction methods include single-lot auction systems including English, 

sealed-bid, clock and Dutch auctions, and multiple-lot methods, such as sequential, 

simultaneous and one-price systems and the simultaneous ascending multiple auction 

method  

Considerations 

3.6.2 The CITC is considering the use of the simultaneous ascending multiple auction 

method in which a number of similar spectrum lots are simultaneously offered to 

bidders.  

3.6.3 Bidding in simultaneous ascending multiple auctions is held over multiple rounds 

where all lots are auctioned simultaneously. The method permits price discovery, 

limiting the potential for a “winner’s curse”, with highest bids announced at the end of 

each round. Bidding closes when no new valid bids are received on any lot. Rules aim 

to prevent participants from colluding, which may lead to decreased competition, and 

to ensure the auction is not drawn out over an unreasonable length of time. Auctioning 
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spectrum in blocks with a maximum per-service provider cap permits the market to 

determine the most efficient assignment of spectrum. 

3.7 Geographic Area Based Approach 

3.7.1 The CITC is planning to award spectrum for broadband wireless access (BWA) 

spectrum this year and is considering the release of technology-neutral spectrum in 

geographic areas based on projected demand using a tiered High, Medium and Low 

demand geographic area-based approach.  

Considerations 

3.7.2 The greatest spectrum may be made available in High demand areas, such as areas in 

and around major cities, with less spectrum made available in remaining areas in order 

to maximize spectrum use and efficiency. A modest number of licenses may be 

awarded by auction in the High demand areas. More licenses may be made available 

on a First Come First Served basis in the other areas at reduced cost, with the lowest 

costs applied to Low demand areas, to further encourage spectrum use and active 

deployments. 
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Attachment 5 

 

 

Unbundling 
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1 INTRODUCTION 

 

1.1 Unbundling allows one licensed FBP to lease facilities from another licensed FBP, i.e. 

incumbent, to offer ICT services. This provides a means for the new FBPs to enter the 

market before the completion of the planned rollout of their own facilities. 

1.2 Unbundling has been implemented in many countries since the late 1990s as countries 

open their ICT sector. ICT regulators in many jurisdictions use it as a way to 

encourage competitive at the retail level. 

1.3 The CITC currently has Unbundling policies that cover Data Service Providers. In 

view of the new ICT licenses to be awarded in the KSA, the CITC is reviewing its 

overall Unbundling policies. 
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2 DEFINITIONS AND DESCRIPTIONS 

 

2.1 Unbundling, in telecommunications, refers to the obligations that regulators impose on 

a facilities based provider to sell the functionalities of its network elements to FBPs. 

Unbundling may involve the physical installation of the FBPs’ equipments at the 

incumbent’s facilities (co-location) or the leasing of network elements from the 

incumbent. The following forms of unbundling have been implemented in other 

countries in the past decade: 

2.2 Unbundled network elements (UNE) – where multiple elements of the incumbent’s 

network are made available to FBPs. 

2.2.1 Local loop unbundling (LLU) – the copper twisted pairs that run from incumbent’s 

Main Distribution Frame (MDF) to the end-customers’ premises are made available to 

FBPs. LLU requires the co-location of the FBPs’ equipment at the incumbent’s 

facilities. Several forms of LLU have been adopted in various countries: 

2.2.1.1 Full unbundled access – FBPs lease copper pairs from the incumbent. The 

FBPs take control of the copper pairs and can provide both voice and data 

services over all frequencies supported by the copper pairs. 

2.2.1.2 Line sharing – FBPs use only the non-voice frequency of the copper pairs to 

provide ADSL services. The incumbent continues to provide voice telephony 

service, while the FBPs deliver high-speed data services over the same local 

loop, using the higher part of the frequency spectrum.  

2.2.1.3 Sub-loop unbundling – this refers to the partial unbundling of the local loop 

between the MDF and the termination points at the client premises. The FBPs 

can connect at various physical access points in the sub-loop but the most 

common connection point is the Outdoor Cabinet. 

2.2.2 Wholesale Bitstream Access – the incumbent leases the capacity to carry the data 

stream from the end customers’ premises to the FBPs’ data networks. Co-location of 

equipment is not required for this option. 



 

 

15//04/1427H; 13//05/2006G  CITC Public Consultation Document: Regulatory Policies Page 42 of 73 

 

3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 Unbundling Obligations 

3.1.1 In view of the new fixed licenses to be awarded, the CITC is considering whether to 

mandate the incumbent to unbundle its network elements for new facility based 

providers (FBPs)  

Considerations 

3.1.2 As mentioned publicly in the past, the CITC’s overarching policy objective includes 

increasing teledensity in the Kingdom, particularly broadband penetration. Further, in 

order to ensure affordable access to communications services to all segments of the 

population, the CITC wishes to encourage direct investment in the access network and 

promote access competition. Although not having access to the incumbent’s network 

would, from that point of view, encourage direct investment in networks by new 

FBPs, the CITC, however, accepts that there is a requirement to establish a level 

playing field in the short term as new FBPs rollout their networks, and hence there 

may exist a genuine need to impose some Unbundling obligations on the incumbent. 

3.2 Form of Unbundling 

3.2.1 Which form(s) of Unbundling should the CITC mandate the incumbent to provide, if 

at all? 

3.2.1.1 Unbundled Network Elements (UNE) 

3.2.1.2 Local Loop Unbundling (Full Unbundled Access) 

3.2.1.3 Local Loop Unbundling (Line Sharing) 

3.2.1.4 Wholesale Bitstream Access 

Considerations 

3.2.2 While various countries have implemented Unbundling in multiple forms, success has 

so far been somewhat limited due to complexities of implementation. In Decision No. 

(52/1425), dated 05/08/1425H, the CITC has mandated Wholesale Bitstream Access 

and Line Sharing for Data Service Providers, and hence does not foresee any 

significant increase in implementation complexity if the same is extended to the new 

fixed FBPs 

3.2.3 Unbundled Network Elements (UNE) is likely to lead to a decrease in overall network 

investments as the incumbent will cut back on network investment as it would not be 

protected from the new FBPs. Full unbundled access would decrease incentives for the 

new FBPs to invest in alternative local loop technologies such as Broadband Wireless 

Access or FTTx.  
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3.2.4 The CITC is therefore of the view that the incumbent should be mandated to provide 

Wholesale Bitstream Access and Line Sharing, for both voice and data, for all new 

fixed FBPs. 

3.3 Sunset Clause 

3.3.1 In some countries that implemented Unbundling, a time limit on the Unbundling 

obligations was imposed, which is commonly known as the sunset clause. This allows 

FBPs to leverage the incumbent’s network in the short term, while encouraging them 

to invest in their own networks for the long term. 

3.3.2 The CITC is considering whether there should be a sunset clause on the Unbundling 

obligations imposed on the incumbent, and the duration of any such sunset clause. 

Considerations 

3.3.3 Given the CITC objective to increase teledensity and to attract investments in the fixed 

services sector, the CITC is of the view that that a sunset clause should be imposed. 

Allowing access to the incumbent’s network for an unlimited period of time would 

remove a strong incentive for new fixed line entrants to build their own networks. 

Other countries have imposed time limits with this consideration in mind.  

3.3.4 In CITC's view, Unbundling with a sunset clause aligns well with its stated objectives 

for the new fixed services licensing. If such a clause is imposed, the length of time 

during which the sunset clause would be valid would need to be tied to the network 

rollout plans of the new licensees to give them enough time to rollout their own 

infrastructure.  

3.4 Pricing model 

3.4.1 The incumbent has to be fairly compensated for Unbundling its facilities and services. 

There are several pricing models available for Unbundling: 

3.4.1.1 Long Run Incremental Cost (LRIC) based pricing – This method seeks to 

determine the incremental cost of providing one extra unit of the relevant 

service.  

3.4.1.2 Retail Minus – The price of the unbundled element or service is set based on 

the retail price for the equivalent product or service minus a certain percentage. 

3.4.1.3 Benchmarking – Direct comparison of the price of similar products and 

services offered in other countries with equivalent characteristics (geography, 

economy etc). 

3.4.2 Which pricing method should the CITC impose on the incumbent to use in pricing its 

unbundled products and services? If the LRIC method is used, it may take about 2 
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years for the LRIC model to be developed, so what pricing model should be used in 

the interim? 

Considerations 

3.4.3 The CITC intends to require the incumbent to use the LRIC model to price its 

interconnection services. This model is widely accepted as being most appropriate, 

and in line with other International best practices. It is, however, complex to develop 

and implement. In the interim the CITC is considering the use of benchmarking and 

Retail Minus. 
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Attachment 6 

 

 

Carrier Selection 



 

 

15//04/1427H; 13//05/2006G  CITC Public Consultation Document: Regulatory Policies Page 46 of 73 

 

1 INTRODUCTION 

 

1.1 “Carrier Selection” (CS) is a mechanism which allows consumers directly connected 

to the network of one FBP to proactively select an alternative FBP for voice telephony 

services 

1.2 In the absence of a form of indirect access, new entrants would have access to only the 

limited set of customers to which they are able to provide direct connections through 

construction of a new access network or through local loop unbundling.  

1.3 Carrier Selection (CS) is one possible regulatory tool to increase the attractiveness of 

the market for new entrants, by allowing new entrants access to customers and thus 

capture a base of customers while they are rolling out their networks 

1.4 CS can increase competition and consumer choice in various market segments. The 

benefits of CS are as follows: 

1.4.1 Increased customer choice; customers can choose to use the competitor’s service as 

easily as they would use the incumbent’s 

1.4.2 Cheaper prices / higher service quality; since a customer’s ease of migration increases, 

providers are pressured to attract new and existing customers through lower prices and 

better service. Since providers are unable to identify which customers are most likely 

to migrate, the previously stated benefits of CS will be available to all customers 
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2 DEFINITIONS AND DESCRIPTIONS 

 

2.1 There are two main schemes for implementing CS: Call by Call Carrier Selection 

(CBC CS) and Carrier Pre-Selection (CPS). In this paper CS refers to Carrier 

Selection in general (i.e. both CBC CS and CPS), while Call by Call and Carrier Pre 

Selection are termed CBC CS and CPS respectively. 

2.2 CPS allows customers to select, in advance, alternative FBPs to carry their calls 

without having to dial a prefix or install any special equipment at their premises. CBC 

CS allows customers to override their pre selected carrier on a call by call basis by 

dialing the Carrier Identification Code (CIC) of the alternative provider. Thus CBC 

CS is normally an interim step taken before the introduction of CPS. When CPS is 

available with CBC CS, it is known as full blown CS. 
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3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 Necessity for CS  

3.1.1 Carrier selection is a regulatory tool that is used to achieve certain objectives. When 

and in what form it should be implemented thus depends very much on the level of 

alignment between what CS can achieve and overall policy objectives.  The necessity 

for CS can be determined from the level of alignment between CS and the CITC’s 

policy objectives. 

Considerations 

3.1.2 CS can promote competition in specific markets but may also hamper infrastructure 

investments if imposed on all carriers. It is, however, an important regulatory tool to 

facilitate competition. With the opening of the fixed services market in the KSA, the 

CITC considers that implementation of some form of CS may bring immediate 

consumer benefit in the form of lower prices.  

3.2 Approaches to CS Implementation 

3.2.1 The selected approach should be aligned with overall CS policy objectives and will 

impact customer choice, level of competition, implementation costs and timings. 

There are four possible approaches for CS implementation: 

3.2.1.1 Call by Call Carrier Selection (CBC CS) with 2 stage dialing: The user calls a 

special service access code after which the dialed number is entered with a 

special authentication code i.e. similar to calling card services. 

3.2.1.2 Call by Call Carrier Selection (CBC CS) with 1 stage dialing with default 

carrier i.e. no dialing parity or unequal access: A default carrier (usually the 

local access network FBP) is assigned with the possibility of override by the 

user on a call by call basis. There is no dialing parity as additional CIC codes 

need to be dialed for alternative FBPs. 

3.2.1.3 Call by Call Carrier Selection (CBC CS) with 1 stage dialing and no default 

i.e. dialing parity or equal access: Similar to b) above, but there is no default 

carrier and a CIC needs to be dialed for all CBC CS call services. 

3.2.1.4 Carrier Pre-Selection (CPS) with CBC override: The user chooses his desired 

FBP beforehand and all calls are automatically routed through the pre-selected 

FBP. The user can also override his pre-selected choice on a call by call basis 

using a CIC. This is usually known as ‘full blown CS’. 

Considerations 

3.2.2 CPS is relatively more complex than CBC CS and could take longer to implement. 

The CITC’s preliminary view is that implementation of CS should follow a phased 
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approach, with CBC CS implemented first. This would facilitate both consumer 

choice and competition as soon as possible. 

3.3 Scope of CS Services 

3.3.1 The CITC is considering which call types should be included under CS, and which 

FBPs are obliged to provide CS to their Subscribers and the extent of customer choice, 

in terms of call types, to be allowed. The decisions taken here will impact the 

implementation and complexity of CS and the extent of customer choice, in terms of 

call types, to be allowed. The options available for the CITC to consider include: 

3.3.1.1 Only Fixed originating call services i.e. offer CS for National Long Distance 

(NLD), International Long Distance (ILD) and/or Fixed to Mobile. 

3.3.1.2 Inclusion of Mobile originating call services i.e. Fixed originating call services 

+ Mobile to Fixed calls (e.g. ILD calls from Mobile). 

3.3.1.3 Inclusion of IP originating call services i.e. Fixed and mobile originating call 

services + some combination of IP originating calls. 

Considerations 

3.3.2 The scope of CS services should be guided by the degree of competition needed in the 

respective markets/services. Given the current market situation, the CITC is 

considering requiring implementation of a form of CS for fixed and mobile originating 

call services (i.e. Options 3.3.1.1 and 3.3.1.2), starting with International Long 

Distance (ILD), followed by National Long Distance (NLD) and subsequently Fixed 

to Mobile and Mobile to Fixed, depending on the then market situation at that time.  

3.3.3 The CITC is of the view that a form of CS for IP originating call services (i.e. Option 

3.3.1.3) should be considered later in line with prevailing market conditions. 

3.4 CS Applicability 

3.4.1 The question of which FBPs should be mandated to provide CS to their subscribers 

needs to be addressed. The options available for the CITC to consider include: 

3.4.1.1 Only Dominant FBPs: Only Dominant FBPs are required to provide CS. All 

other FBPs do not have to provide CS for their subscribers but may do so if 

they wish. 

3.4.1.2 All FBPs: All FBPs who offer call services that are under CS, including new 

entrants, are required to provide CS. However, the regulator still has the 

authority to exempt certain FBPs from this requirement, subject to a pre-

determined and approved set of guidelines. 

Considerations 
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3.4.2 At this stage of the market evolution, the CITC is keen to attract new players in the 

fixed services market segment. Imposing CS requirements on new entrants at an early 

stage may handicap entry attractiveness and infrastructure investments. In CITC’s 

preliminary view, imposing CS requirements on Dominant FBP(s) may increase 

consumer choice while also improving the business case of the new entrants.  

3.5 Single/Multi-basket Approach 

3.5.1 The CITC is considering whether to allow a single-basket approach, where customers 

choose one pre-selected FBP who provides all CPS call services or a multi-basket 

approach where customers can choose a different pre-selected operator for each pre-

selectable service or a combination of the two. 

Considerations 

3.5.2 The multi-basket approach affords greater customer choice but typically incurs 

significantly more complexity and costs whereas the opposite is true for the single-

basket approach. The CITC is of the preliminary view that the advantages of the multi 

basket approach in stimulating competition and allowing greater consumer choice in 

specific markets (e.g. ILD) outweigh the accompanying additional implementation 

complexity. 

3.6 Technical Issues  

3.6.1 The main CS related technical issues revolve around switching requirements. CBC CS 

typically has fewer requirements and thus can be rolled out faster. For CPS, depending 

on the scope of services to be provided, a new Industry Working Group (IWG) could 

be formed to handle all CS related issues, including technical issues.  

3.7 Consumer and Operational Issues 

3.7.1 The implementation of CS, especially CPS, brings about various consumer and 

operational issues. Consumer issues become increasingly important as competition for 

new customers intensifies and typically includes unauthorized changes in pre-selected 

carriers (slamming) and delays in changes or activations. Main operational issues 

include: order handling, complaint handling and inter-FBP billing. To work on 

resolving these issues and to develop a consumer protection code, the CITC is 

considering the following:  

3.7.1.1 The IWG (as referenced in Section 3.6.1) should handle all consumer related 

issues and operational processes, including the development of a consumer 

protection code. 

3.7.1.2 Seek a third party provider to develop and handle all consumer and operational 

issues. 

Considerations 
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3.7.2 The CITC is of the preliminary view that the formation of an Industry Working Group 

(IWG), with both consumer and technical working groups, would be useful in order to 

achieve a consensus on operational issues. The objective of this group would be to 

involve all key stakeholders in the implementation process and to develop guidelines 

for consumer protection and processes for inter-FBP issues.  

3.8 Need for Balloting 

3.8.1 Balloting refers to the process of actively soliciting Subscribers’ opinions on which 

FBP they wish to pre-select. It can be done in various ways e.g. through normal 

monthly billings, a separate letter etc. The concept is only applicable to CPS. The 

CITC is considering the following options:  

3.8.1.1 Use of some form of ballot to determine initial customer pre-select choice; or 

3.8.1.2 Let individual FBPs conduct their own marketing for subscriber acquisition. 

Considerations 

3.8.2 International experience has shown that balloting was normally most effective where 

only one new competitor was being introduced to achieve and maintain a duopoly 

situation. Balloting may also be unfair for new entrants who enter the market after the 

balloting phase. The CITC therefore considers that letting new entrants conduct their 

own subscriber acquisition marketing activities may be fairer for all new entrants. 

3.9 Cost Apportionment and Recovery 

3.9.1 Costs for implementation of CS can be divided into the three categories: 

3.9.1.1 System set up: Costs associated with the one time set up of CS capabilities, 

mostly by the Dominant FBPs, covering changes related to routing, billing, 

software/ switches and modifying any other supporting systems. This should 

include any system maintenance costs. 

3.9.1.2 Per FBP set up: Costs associated in enabling CS for each FBP, usually 

covering data management and setting up of commercial agreements. 

3.9.1.3 Per line set up: Cost associated with the administrative set up for individual 

customer lines. 

3.9.2 Cost apportionment and recovery typically follow standard guiding principles of cost 

causation, cost minimization, distribution of benefit, effective competition, reciprocity 

and symmetry, practicality, and relevant cost, and are important in ensuring fair 

competition. Cost recovery options include: 

3.9.2.1 Up front recovery: The eligible incremental set-up costs are estimated (usually 

by the dominant FBP with approval from the regulator) and apportioned 
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between current existing CS FBPs (usually by some measure like market 

share). These costs are paid upfront to the dominant FBP. 

3.9.2.2 Installments:  A cost recovery period (e.g. 5 years) is determined and the 

eligible incremental set-up costs and per minute surcharge are estimated 

(usually by the dominant FBP with approval from the regulator). These costs 

are paid to the dominant FBP based on some measure (e.g. call minutes) up till 

the end of the designated cost recovery period. This is sometimes known as 

spread out recovery. 

Considerations 

3.9.3 The CITC’s preliminary view is that the system set-up costs, which constitute the 

majority of costs and usually incurred by the incumbent, may be apportioned between 

all CS FBPs and recovered on an installment basis across all relevant CS call type 

minutes using a per minute surcharge. Further, only incremental costs that have been 

incurred for the setup of providing CS facilities will be considered eligible for cost 

recovery. Per FBP and per line set up costs will be borne by the respective CS FBPs, 

based on the principle of cost causation. Any customer surcharges that CS FBPs wish 

to impose should remain a commercial decision. 

3.10 Timing 

3.10.1 International best practices indicate introduction of CBC CS within one year of the 

introduction of fixed services competition, followed by CPS within two years. The 

CITC is of the view that an Industry Working Group should be formed within one 

month of issuance of a CITC policy decision in order to implement CBS CS within 

one year and CPS within two years.  

3.10.2 These dates should also be subject to consideration by the proposed Industry Working 

Group and when the new fixed FBPs are operational. 
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Local Number Portability 
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1 INTRODUCTION 

 

1.1 The Telecommunications Act (the Act), the Telecommunications Bylaw (the Bylaw) 

and the CITC Ordinance (the Ordinance) include provisions with respect to Number 

Portability. Article 27 of the Act states: “The service providers shall ensure the 

transfer of number according to the user requirements”. The Bylaw states the 

associated procedures and conditions and Article (87) of the Bylaw sets out the 

responsibilities of the Communications and Information Technology Commission 

(CITC) and the service providers. 

1.2 Mobile Number Portability (MNP) is currently in its final stages of implementation. 

Local Number Portability (LNP), as outlined in Phase 2 of CITC’s Mobile Number 

Portability Policy and Guidelines, must now be considered as part of the licensing 

process under the Regulatory Framework for the Licensing of Fixed and Mobile 

Services. 

1.3 The CITC intends to promote competition in the fixed services market by ensuring 

that all users in the Kingdom are able to keep their existing telephone numbers when 

changing their Locations or fixed services FBPs. 
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2 DEFINITIONS AND DESCRIPTIONS 

 

2.1 Number Portability (NP) is a facility whereby telephone customers can keep their 

telephone number(s) when changing from one network FBP or location or service type 

to another. Number portability is increasingly demanded by customers and new 

entrants, and the implementation of NP is mandated by the Telecommunications Act 

and its Bylaws. 

2.2 Number portability can be implemented within and between both fixed and mobile 

networks. Local Number Portability (LNP) normally refers to number portability in 

fixed services networks, while the term Mobile Number Portability (MNP) refers 

solely to the mobile services network equivalent.  

2.3 There are three types of number portability, namely FBP portability, service 

portability and location portability, although service portability and location 

portability relate only to fixed services networks. 

2.3.1 Location Portability enables an end user to retain the same (fixed) telephone number, 

without impairment of quality, reliability or convenience when moving from one 

physical geographic location to another. The new location may be outside their 

original local exchange area but may be restricted to their local calling or charging 

group area. 

2.3.2 Service Provider Portability enables the end user to retain the same number when 

changing from one FBP to another. This can apply to both “geographical” and non-

geographical” specific numbers. Service provider portability has the most significant 

impact on competition and is applicable to both fixed and mobile services subscribers.  

2.3.3 Service Portability is the ability for the user to retain their existing telephone number 

without impairment of quality, reliability or convenience when changing from one 

type of service to another, e.g. from PSTN to ISDN.  

2.4 Local number Portability (LNP) is the ability for an end user to retain the same 

geographic E.164 international public telecommunication number, without service 

impairment, when changing from one FBP to another without changing their location, 

or when moving from one physical location to another within the local calling Area 

(LCA) and without changing the nature of the service offered. 
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3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 This attachment addresses Local Number Portability (LNP) Policy issues in 

accordance with the Telecommunication Act and its Bylaw. 

3.2 LNP and CITC’s Objectives 

3.2.1 CITC’s overarching objectives are to increase teledensity and promote competition in 

the fixed and mobile services. The CITC also has specific objectives for number 

portability within the KSA. These are stated in the Mobile Number Portability Policy 

and Guidelines (See: www.citc.gov.sa), and mandate that, in the longer term, number 

portability will be extended to cover basic telephone service. 

3.2.1.1 In addition to the identification of the end user, the CITC also wishes to 

maintain the ability of the user to associate the telephone number he is calling 

with the tariff of the call, the general geographic location of the number, and 

the particular service associated with the number. 

3.2.1.2 LNP is intended to improve overall customer satisfaction by 1) eliminating the 

inconvenience caused by changes in the telephone number(s) caused by 

changing a FBP and 2) reduce the cases requiring telephone number changes. 

Considerations  

3.2.2 In order to encourage competition between FBPs, it is important to remove major 

barriers associated with changing FBP. As a number change is seen as a significant 

exit barrier towards changing FBPs, LNP will facilitate ease of switching and promote 

greater competition. LNP should also bring the benefits of greater service innovation 

to customers. The implementation of LNP is therefore in line with both overarching 

and specific CITC objectives. 

3.3 Types of Local Number Portability  

3.3.1 There are three types of local number portability, namely location portability, service 

provider portability and service portability. 

3.4 Location Portability 

3.4.1 There are three possible options for location portability: 

3.4.1.1 Within the local exchange area,  

3.4.1.2 Local call (charging) area (LCA) 

3.4.1.3 Anywhere within the KSA. 

Considerations  
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3.4.2 As a local exchange area consists of a local exchange, with one or more switching 

units, which are directly connected to customers, number portability can easily be 

provided within a local exchange area with no significant technical issues.   

3.4.3 A local calling area generally consists of multiple local exchanges where there is a 

uniform rate charge, i.e. local call charge, within the LCA.  Number portability within 

a LCA has no issues from a billing perspective. 

3.4.4 National location portability crosses not only local call area boundaries but also 

numbering zone boundaries.  Notwithstanding the technical considerations, in order to 

maintain the association between a telephone number and its location, there is a basic 

prerequisite for full national location number portability, i.e. a uniform charging rate 

for all national calls within the KSA. This situation does not currently prevail in the 

KSA.  

3.4.5 Experience from other countries indicates that location portability within a local 

calling area is an effective way to implement LNP. CITC is considering this direction 

although national location portability could be a future consideration. 

3.5 Service Provider Portability  

3.5.1 Service provider portability enables customer to retain their existing telephone number 

when moving between FBPs, but not changing location or service type. 

Considerations 

3.5.2 Service provider portability is seen to offer advantages to customers, promote 

competition between FBPs and help new FBPs gain market share. This can: 

3.5.2.1 Remove a significant obstacle to customers wishing to change FBPs 

3.5.2.2 Fewer incorrectly dialed numbers  

3.5.2.3 Encourage FBPs to retain customers through innovation, improved quality of 

service and reduced prices, while avoiding for customers the administrative 

inconvenience and expense of having to advise all who call them of their new 

numbers as well as having to update business cards, letterhead and company 

advertisements.  

3.5.2.4 Motivate incumbent FBPs to increase the efficiency of their networks, lower 

the cost of service to retain their existing customers, and enhance competition 

with a greater variety of products and services.  

3.5.2.5 Lead to a more efficient use of numbering resources.  

3.6 Service Portability 
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3.6.1 Two variations of service portability have been identified: 

3.6.1.1 Number portability when changing services between fixed and mobile 

services. 

3.6.1.2 Number portability when changing service type within the fixed network, i.e. 

Direct Exchange Line (DEL) to Integrated Services Digital Network (ISDN).  

Considerations 

3.6.2 The CITC requires that telephone numbers indicate certain information as noted 

above. Service portability does not support this objective.  In addition, little evidence 

can be found to support the need for service portability in other countries.  So far 

service portability between fixed and mobile services is provided in only one country, 

but confined to within specific geographic areas. 

3.7 Technical Issues 

3.7.1 There are two basic technical options for implementing local number portability for 

fixed service networks, namely simple call forwarding or Intelligent Network (IN). A 

Signaling Relay Function (SRF) solution has been adopted for MNP in the KSA, but 

this is not included as a third option as it is not suitable for fixed networks. 

Considerations 

3.7.2 Benchmarked countries have considered both options and although IN is seen as the 

preferred longer term solution, many have used Call Forwarding, or a variation of call 

forwarding, as an interim solution in order to expedite LNP implementation. 

3.7.3 Call forwarding provides a quick means of implementation, but results in an 

inefficient use of telephone numbers and provides little flexibility for future number 

portability enhancements, e.g. service portability. 

3.7.4 An Intelligent Network (IN) solution is initially more complex and expensive to 

implement, but provides the better long term options. Experience of other countries 

indicates that IN is generally the preferred long term solution. 

3.7.5 The choice of technical solution is normally left for agreement between the FBPs with 

regulator intervention only necessary if agreement cannot be reached. However, the 

CITC is considering mandating implementation of the long term solution, i.e. the IN-

based solution for LNP, and with no interim call-forwarding solution. Agreement 

between FBPs must be reached regarding the detailed technical implementation in 

their networks. Any such agreement must be approved by the CITC.  

3.8 Database Responsibility 
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3.8.1 Where an IN solution is to be implemented, it is necessary to identify responsibility 

for the establishment and management of the necessary database(s). This may require 

either a centralized or distributed database. The NP database can be provided by one 

or all of the FBPs; an independent third party; or by the Regulator 

Considerations 

3.8.2 In addition to jointly determining the technical solution to be adopted for LNP, FBPs 

are also expected to determine who is responsible for the implementation, 

maintenance and management of the database. Where distributed databases have been 

implemented, individual FBPs should be responsible for their own individual 

database. Where a centralized database solution has been adopted, this could be 

provided by a third party, as is the case for MNP in the KSA.  

3.8.3 The CITC is in favor of a centralized data base solution (3
rd

 party solution). A 

Clearinghouse (NPC) solution which has already been implemented for MNP, with the 

database managed by CITC, could also be considered for LNP. This solution provides 

a single database serving as the repository for all ported numbers in the country. FBPs 

can access this platform via the internet using HTTPS with a graphic user interface 

(GUI). 

3.9 Costs Recovery 

3.9.1 There are three basic types of cost in a LNP environment to be considered when 

formulating charging principles for inter-FBP number portability. These are system 

set-up costs; additional conveyance costs; and administrative costs. 

Considerations 

3.9.2 Experience from other countries indicates that set-up and conveyance costs are 

generally borne by the FBPs.  

3.9.3 Administration charges are typically recovered from customers. This will also be the 

case for MNP in the KSA. The recipient service provider shall compensate the donor 

for the administrative cost incurred due to number porting. This is the only cost the 

Recipient may collect from the customer, unless the recipient service provider elects to 

bear the cost on behalf of the customer. 

3.9.4 Charges for LNP should be established based on a form of Long Run Incremental Cost 

(LRIC) methodology and allocated between parties based on the cost principles (as 

stated in the Mobile Number Portability Policy and Guidelines (See: 

www.citc.gov.sa)) of; cost causation, cost minimization, distribution of benefit, 

effective competition, reciprocity and symmetry, practicality, and relevant cost. These 

costing principles are intended to form the basis for determining inter-service provider 

charges.  
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3.9.5 The CITC objective is to eventually adopt the LRIC approach for LNP charges. 

However, it is recognized that such an approach may not be practical in the short term. 

Thus, for the development of LNP charges, consideration may be given to other 

approaches such as a benchmarking. 

3.10 Fixed Mobile Convergence 

3.10.1 There is growing interest in the convergence of fixed and mobile services. This could 

generate a need for service portability between fixed and mobile networks. 

Considerations 

3.10.2 Fixed services network numbering in the KSA is based on an 8 digit numbering plan 

with 7 geographical numbering zones.  

3.10.3 Mobile service call charges are not distance sensitive and may be termed as flat rated. 

In comparison, the fixed local service call charge is fixed within each of the 53 local 

call areas (LCAs) and may vary depending on local area characteristics. The National 

Long Distance (LND) call charges are distance sensitive based on distance between 

the originating and terminating exchanges, e.g. less than or greater than 200km. 

3.10.4 Since the CITC requires that telephone numbers communicate certain information 

including the tariff associated with making a call to a particular number, the general 

geographic location of the number and the particular service associated with the 

number, it would be necessary to implement full national LNP within the fixed 

network prior to implementation of Fixed – Mobile Number Portability (FMNP). This 

in turn would require application of uniform rate charging for all calls within the KSA. 

3.10.5 As the introduction of uniform rate charging in the fixed network is not likely to 

happen in the near future, it is not viewed as necessary to consider FMNP presenting 

the short term. 

3.11 Future Technologies 

3.11.1 The Internet and IP based networks are increasingly being deployed for provision of 

communications services. Some incumbent FBPs are already starting to migrate, or 

overlay their existing TDM circuit switched networks with Next Generation Networks 

(NGN) which are IP based.  

Considerations 

3.11.2 The emergence of IP Telephony Services/VoIP presents some unique challenges for 

National Regulatory Agencies (NRAs) which traditionally classify IP based services 

as data services rather than voice services. On the other hand, VoIP also opens up new 

ways for Regulators to introduce fixed services competition into the market.  
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3.11.3 Several types of IP Telephony services have emerged across the world. Please see the 

policy paper on IP telephony services/VoIP (Attachment #3)  

3.11.4 For IP Telephony services where end customers are issued with an E.164 telephone 

number, either as an integrated PSTN number or using a specific access level, it is 

CITC’s preliminary view that the customer should be treated like any other fixed 

services customer. The same LNP obligations should therefore apply to all network 

FBPs offering voice service using E.164 numbers, irrespective of the technology used 

for call delivery. 

3.12 LNP Implementation Timeframe 

3.12.1 It is important that LNP be implemented in a very efficient and timely manner 

according to the best practices and in line with issuance of new fixed services 

license(s), however, adequate time must be allowed for technical and commercial 

arrangements to be agreed between network FBPs. 

Considerations 

3.12.2 Experience of other countries indicates that most required a number of years from an 

initial public consultation to LNP implementation. LNP in certain other countries, 

however, was implemented almost 10 years ago and is not directly comparable with 

the situation today, given the availability of “off-the-shelf” Number Portability 

technical solutions. It is expected that LNP could be implemented in the KSA within 

one year following this public consultation process. 

3.12.3 To ensure that the adopted porting processes serve the purpose of efficiency and 

simplicity, CITC is considering a one-stop shop porting process. 
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Attachment 8 

 

 

Quality of Service (QoS) 
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1 INTRODUCTION 

 

1.1 The current CITC Bylaw requires Universal Service Providers to report on Quality of 

Service (QoS) indicators and standards approved by the CITC. The CITC may also 

decide to apply these requirements to Dominant Service Providers. 

1.2 The CITC has issued Decision No. (24/1424) dated 13/10/1424 defining the indicators 

and standards for consumer QoS imposed on the incumbent Saudi Telecommunication 

Company 

1.3 QoS is a form of direct regulation that is used for consumer protection and 

information. It can also be used as a tool to stimulate competition in the market. 

1.4 Compliance with QoS indicators has implications on FBPs’ cost, investments and 

operations. The CITC therefore needs to review its QoS policies in view of the new 

fixed and mobile services licensing program. 
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2 DEFINITIONS AND DESCRIPTIONS 

 

2.1 “Quality of service” (QoS) in the context of licensing refers to the systematic 

measurement of the reliability and usability of ICT networks or services. 

2.2 The QoS requirements may differ between services provided to end users, “consumer 

QoS”, and services provided to other FBPs, “wholesale QoS”. 

2.3 This paper deals specifically with QoS considerations for end users. 
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3 ISSUES, OPTIONS AND CONSIDERATIONS 

 

3.1 Necessity for Quality of Service Regulation 

3.1.1 QoS is a regulatory tool that is used to achieve certain objectives. The three basic 

types of QoS regulatory options which the CITC could consider are: 

3.1.1.1 Direct regulation: The regulator sets the QoS indicators and standards, details 

measurement methods and procedures and obliges FBPs to comply. There is 

little or no industry involvement other than to collect the required information. 

3.1.1.2 Co-regulation: The regulator defines the high level indicators, but the details 

are defined by an industry body set up or facilitated by the regulator. This body 

is backed up by a minimum level of regulation to ensure co-operation. 

3.1.1.3 Self regulation: No QoS indicators are imposed. FBPs take voluntary co-

operative action to develop, agree and enforce guidelines on to implement QoS 

standards and measurements. The regulator would only intervene to resolve 

conflicts within the industry.   

Considerations 

3.1.2 In line with international best practices, the CITC is committed to ensure consumer 

QoS standards are met in the KSA ICT market. Since it will take time for the KSA 

ICT market to reach full, efficient competition and there is currently a perceived need 

to improve quality in certain aspects of some services, some QoS regulation may be 

needed. 

3.1.3 In a purely competitive market, customers can determine whether to switch from one 

FBP to another based on their level of satisfaction with their service. QoS will be one 

of their criteria in making that determination. Where a monopoly exists or where 

competition is not well established, the CITC may have to protect consumer interests 

by imposing standards on dominant FBPs. However, an important factor in evaluating 

QoS policy options is to ensure that the costs incurred by FBPs in complying with the 

regulations do not outweigh the benefits. In CITC’s view, regulation of QoS standards 

should only be applied when there is a proven need and benefits can be defined. 

3.2 Compliance with QoS Regulation  

3.2.1 Who should comply with QoS regulations and how should they be applied? 

3.2.1.1 All FBPs are treated equally. Reporting on QoS indicators is mandatory for all 

services providers. 

3.2.1.2 Reporting on QoS indicators is mandatory for all FBPs that fulfill certain 

minimum conditions, i.e. revenues, number of customers, etc. An example 
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(with a large threshold) is where certain indicators are only imposed on FBPs 

having Significant Market Power (SMP). 

3.2.1.3 Different FBPs have to comply with different QoS indicators. 

Considerations 

3.2.2 The CITC considers that reporting on pre-established consumer QoS indicators should 

be imposed on all FBPs offering services to end-users and QoS needs to be measured 

using a common methodology. An exemption may be considered for the first 12 

months after commercial launch of a service.  

3.3 Services Subject to QoS 

3.3.1 Which type of services should be subjected to QoS regulation? Should all services 

offered in the KSA market be subjected to QoS regulation or would some services be 

excluded? 

Considerations 

3.3.2 In CITC’s view both fixed and mobile services require some form of QoS regulation, 

however the policy should distinguish between monopoly and competitive services in 

terms of the degree of QoS regulation. In doing so, the policy also needs to consider  

Next Generation Network (NGN) communication services (e.g. IP Telephony 

services)  

3.4 QoS Indicators and Reporting 

3.4.1 The CITC is considering which QoS indicators should apply and what the reporting 

requirements should be. 

Considerations 

3.4.2 Most regulators only impose a reporting requirement. The CITC considers that for 

other than monopoly service, only a reporting requirement would be sufficient. The 

CITC may initiate a dialogue with FBPs if it feels a certain level of reported QoS is 

insufficient, impose targets and eventually sanctions for non compliance, if necessary. 

3.4.3 The indicators and standards already set by the CITC for fixed services (i.e. PSTN and 

data) would remain applicable as long as there is a monopoly in the KSA market. In 

CITC’s view the targets would be replaced by a reporting requirement as soon as 

competition has emerged with national coverage. 

3.4.4 QoS standards for mobile services are currently imposed by the CITC. The CITC is 

considering whether only reporting should be required given the level of competition 

in the market 
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3.4.5 The CITC will rely on international standards (i.e. European Telecommunications 

Standard Institute - ETSI, ITU, etc.) and benchmarking for the exact definition and the 

measurement methods of the standards and indicators. 

3.5 Frequency of Reporting 

3.5.1 Options for the periodicity of reporting of QoS performance are time based, e.g. 

monthly, quarterly, biannually, annually etc. The reported results need to be 

communicated to the public. Options for publication channels include but are not 

limited to websites (independent, regulator or FBP), advertising (newspaper, TV, etc.), 

brochures provided in retail outlets or information sent directly to customers. 

Considerations 

3.5.2 The CITC considers that bi-annual reporting on customer satisfaction and quarterly 

reporting on other indicators would be appropriate. The QoS indicators and results 

would be published on the FBP’s website. The use of other channels to inform the 

KSA consumer could also be used if the need arises.  

3.6 Audit of QoS 

3.6.1 QoS measurements may need to be audited. The CITC is considering appropriate 

methodologies to conduct these audits. Options include: 

3.6.1.1 An audit of the procedures and processes put in place to collect the data and to 

generate the results and the data gathered to produce the reported results (either 

carried out by the CITC itself or a qualified auditor) 

3.6.1.2 Measuring a selected indicator on a sample basis to check whether the reported 

result corresponds with the measured sample  

3.6.1.3 Surveying consumers about their experience on certain aspects of QoS 

3.6.1.4 Analysis of customer complaints 

Considerations 

3.6.2 The CITC may engage an independent third party (an auditor) to periodically carry out 

an audit of the reported measurements. The CITC invites comments on the appropriate 

methodologies for auditing the QoS measurements. 

3.7 Enforcement of QoS Regulation 

3.7.1 There are different options available for enforcement of QoS regulation, including: 

3.7.1.1 Encouragement:  
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3.7.1.1.1 Starting up a dialogue with the FBPs to encourage them to improve 

their QoS 

3.7.1.1.2 Doing nothing, the CITC relies on the power of publicity and 

competition to drive the FBP to correct its performance 

3.7.1.2 Financial penalties: Imposing a fine (payable to the regulator, the government, 

a consumer forum or payable to the consumer) 

Considerations 

3.7.2 If a FBP does not comply, the CITC will first rely on the power of publicity and 

dialogue with the FBP. If there is consistent non compliance, then a fine may be 

imposed, in accordance with the Telecommunications Bylaw. 
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Appendix I 

 

 

Template for Providing Comments 



 

 

15//04/1427H; 13//05/2006G  CITC Public Consultation Document: Regulatory Policies Page 70 of 73 

 

 

Policy Name: (insert attachment title) 

Attachment Number: (insert attachment number) 

Paragraph 

Number 

Comments 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



 

 

15//04/1427H; 13//05/2006G  CITC Public Consultation Document: Regulatory Policies Page 71 of 73 

 

Appendix II 

 

 

Glossary of Terms 
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Glossary of Terms 

CBC CS Call by Call Carrier Selection 

CIC Carrier Identification Code 

CITC Communications and Information Technology Commission 

CLI Calling Line Identification 

CPS Carrier Pre-Selection 

CS Carrier Selection 

DSL Digital Subscriber Line 

ETSI European Telecommunications Standard Institute 

FBP Facilities Based Provider 

GUI Graphical User Interface 

HTTPS Hypertext Transfer Protocol over Secure Socket Layer 

ILD International Long Distance 

IN Intelligent Network 

IP Internet Protocol 

ISDN Integrated Services Digital Network 

ISP Internet Service Provider 

ITU International Telecommunication Union 

KSA Kingdom of Saudi Arabia  

LCA Local Calling Area 

LLU Local Loop Unbundling 

LNP Local Number Portability 

LRAIC Long Run Average Incremental Cost 

LRIC Long Run Incremental Cost 

MNP Mobile Number Portability 

MVNO Mobile Virtual Network Operator 

NGN Next Generation Networks 

NLD National Long Distance 

NP Number Portability 

NPC Number Portability Clearinghouse 
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PLMN Public Land Mobile Network 

PSTN Public Switch Telephone Networks 

QoS Quality of Service 

RIO Reference Interconnection Offer 

SBP Service Based Provider 

SLA Service Level Agreement 

SMP Significant Market Power 

STC Saudi Telecom Company 

UNE Unbundled Network Element 

USF Universal Service Fund 

VoIP Voice Over Internet Protocol 

WTO World Trade Organization 

 



 

Data Protection in the Kingdom of Saudi Arabia: A Primer 
 

Noor Al-Fawzan and Omar Elsayed 
 

Although some surveys of privacy law suggest otherwise, privacy requirements do in fact exist in the 
Kingdom of Saudi Arabia (KSA) and are very relevant to companies operating there or seeking to 
provide services to customers in KSA. 

Background 

The paramount body of law in KSA is the Sharīʿah. The Sharīʿah is comprised of a collection of 
fundamental principles derived from a number of different sources, which include the Holy Qu’ran and 
the Sunnah, which are the witnessed sayings and actions of the Prophet Mohammed.   

Prohibited acts under Sharīʿah are punishable by specific penalties set out in the Holy Qu’ran or the 
Sunnah. However, where the Holy Qu’ran and the Sunnah are silent in that regard, a judge may use 
his discretion to determine the appropriate penalty. Such penalties may include imprisonment, 
monetary compensation and/or deprivation of certain rights. In determining the severity of a penalty, a 
judge will take into consideration the damage suffered by a victim and whether such damage is actual 
or consequential. In general, however, only actual proven damages are awarded by Saudi Arabian 
adjudicatory bodies. 

Previous decisions of the Saudi Arabian adjudicatory bodies generally do not establish a binding 
precedent for the decision of later cases and the principle of stare decisis is not accepted in KSA. In 
addition, enacted legislation and the decisions of the various Saudi Arabian adjudicatory bodies are 
not generally or consistently indexed and collected in a central place or made publicly available. 

Data Protection under Sharīʿah Principles 

Sharīʿah principles protect each individual’s right to privacy and prohibit any invasions thereon. Under 
Sharīʿah principles, disclosure of secrets is prohibited except inter alia where the owner of the 
relevant secret agrees to such disclosure or if the public interest requires so. The Holy Qu’ran and the 
Sunnah do not stipulate a penalty for disclosure of secrets; however, as explained above, such 
disclosure may be punishable by a penalty that a judge, in his discretion, deems appropriate and 
equitable. Such penalty may include a fine, imprisonment or deprivation of certain rights such as 
suspension of a practicing license.  

Data Protection under Saudi Arabian Law 

In general, there is no specific data protection law in KSA. Therefore, in the absence of specific 
provisions on data protection, Saudi Arabian courts and adjudicatory bodies will interpret data privacy 
violations under general Sharīʿah principles, which are, as explained above, often expressed in 
general terms and afford courts and adjudicatory bodies considerable discretion. We understand, 
however, that a new personal data protection law is under review by the Shura Council.  

Cyber Data Protection 

The KSA Anti-Cyber Crime Law punishes any person that illegally: 

• Accesses the computer of another for the purpose of deleting, destroying, altering, or 
redistributing its information by a fine not exceeding 3,000,000 Saudi Riyals (approximately 
US$ 800,000) and/or imprisonment for a period not exceeding four years 



• Accesses the bank or credit information of another or information pertaining to its owned 
securities by a fine not exceeding 2,000,000 Saudi Riyals (approximately US$ 533,333) 
and/or imprisonment for a period not exceeding three years 

• Interrupts data that is transmitted through a computer or an information network by a fine not 
exceeding 500,000 Saudi Riyals (approximately US$ 133,333) and/or imprisonment for a 
period not exceeding one year 

Employee Data Protection 

KSA laws do not stipulate any procedures which employers must follow for the transfer of employee 
data outside of KSA. However, given general Sharīʿah principles and the proposed personal data 
protection law, multinational employers in KSA would probably benefit from including provisions in 
their employment contracts whereby the employees consent to the use or disclosure of their data to 
third parties to the extent such disclosures are anticipated or possible.   

Patient Data Protection 

The KSA Healthcare Practice Code requires that a health practitioner safeguards the secrets of 
patients which he comes across while carrying out his profession except inter alia where written 
approval of the relevant patient is obtained. Violators of such confidentiality requirements can be 
subject to a fine not exceeding 20,000 Saudi Riyals (approximately US$ 5,333) and other disciplinary 
penalties such as the suspension of practicing license. Such penalties may be increased based on 
the severity of the relevant breach or its reoccurrence. 

Telecom Data Protection 

The KSA Telecommunications Law restricts the disclosure of information that is intercepted during its 
transmission. Violators of such restrictions can be subject to a fine not exceeding 5,000,000 Saudi 
Riyals (approximately US$ 1,333,333). In addition, the Telecommunications Law restricts providers of 
telecom and internet services from disclosing information regarding their subscribers to third parties or 
from allowing individuals to monitor the communications of their subscribers. 

Registration and Export of Personal Data 

There are no specific requirements in respect of collection, registration or export of personal data 
under KSA legislation. It is, however, advisable to obtain the consent of the data subject prior to any 
export of their personal data to avoid breach of the general Sharīʿah principles. 

An Arabic version of this article will appear on Latham & Watkins Arabic-language blog www.al-
mirsal.com. 

Disclaimer: Middle East & Africa Technology, IP and Sourcing Focus is made available by Latham & Watkins for 
educational purposes only as well as to give you general information and a general understanding of the law, not 
to provide specific legal advice. Your receipt of this communication alone creates no attorney client relationship 
between you and Latham & Watkins. Middle East & Africa Technology, IP and Sourcing Focus should not be 
used as a substitute for competent legal advice from a licensed professional attorney in your jurisdiction. 
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